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Legal information

Warning notice system

This manual contains notices you have to observe in order to ensure your personal safety, as well as to prevent
damage to property. The notices referring to your personal safety are highlighted in the manual by a safety alert
symbol, notices referring only to property damage have no safety alert symbol. These notices shown below are
graded according to the degree of danger.

A\ DANGER
indicates that death or severe personal injury will result if proper precautions are not taken.

A WARNING
indicates that death or severe personal injury may result if proper precautions are not taken.

A caution
indicates that minor personal injury can result if proper precautions are not taken.

NOTICE
indicates that property damage can result if proper precautions are not taken.

If more than one degree of danger is present, the warning notice representing the highest degree of danger will
be used. A notice warning of injury to persons with a safety alert symbol may also include a warning relating to
property damage.

Qualified Personnel

The product/system described in this documentation may be operated only by personnel qualified for the specific
task in accordance with the relevant documentation, in particular its warning notices and safety instructions.
Qualified personnel are those who, based on their training and experience, are capable of identifying risks and
avoiding potential hazards when working with these products/systems.

Proper use of Siemens products
Note the following:

A WARNING

Siemens products may only be used for the applications described in the catalog and in the relevant technical
documentation. If products and components from other manufacturers are used, these must be recommended
or approved by Siemens. Proper transport, storage, installation, assembly, commissioning, operation and
maintenance are required to ensure that the products operate safely and without any problems. The permissible
ambient conditions must be complied with. The information in the relevant documentation must be observed.

Trademarks
All names identified by ® are registered trademarks of Siemens AG. The remaining trademarks in this publication
may be trademarks whose use by third parties for their own purposes could violate the rights of the owner.
Disclaimer of Liability
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Preface

Purpose of this manual

With the information in this manual, you can establish and commission a link between a CP
443-1 in an S7 H system and a device that supports the MODBUS/TCP protocol.

Contents of the manual

This manual describes the function of the MODBUS function block and its integration in the
hardware and software of the CP 443-1 communications processor.

The manual covers the following topics:

® Product description

® (Getting Started

e Commissioning / installing / parameter assignment
® |icensing

® Function blocks

® Additional blocks

e Diagnostics

® Examples of applications

Validity of the manual

This manual is valid for the following software:

Product Identification number as of version
MODBUS/TCP CP Redundant 6AV6676-6MB30-4AX0 4.0
6AV6676-6MB30-4AD0
FB 909 "MB_REDCL" 4.0
FB 908 "MB_CPCLI" 4.0
FB 907 "MB_REDSV" 4.0
FB 906 "MB_CPSRV" 4.0
Note

This manual contains the description of the FB valid at the time the manual was published.

Redundant communication via the CP 443-1 in H-systems
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Aids for accessing the manual

To provide you with fast access to special information, the manual contains the following
aids for access:

® On the following pages you will find a complete table of contents

Additional sources of information

You will find all other information relating to the CP 443 (installation, commissioning etc.) in
the manual:

SIEMENS

SIMATIC
Fault-tolerant Systems
S7-400H

system manual
A5E00267693-03

SIEMENS

SIMATIC NET

S7 CPs for Industrial Ethernet
manual

C79000-G8976-C155

SIEMENS

SIMATIC NET

S7 CPs for Industrial Ethernet
manual, Part B4

CP 443-1
C79000-G8976-C152

SIEMENS

SIMATIC NET

NCM S7 for Industrial Ethernet
manual

C79000-G8976-C129

You will find further information relating to STEP 7 in the following manuals:

SIEMENS

SIMATIC Software

Basic Software for S7 and M7
STEP 7 user manual
C79000-G7076-C502-..

SIEMENS

SIMATIC Software

System Software for S7-300/400
System and Standard Functions
reference manual
C79000-G7076-C503-02

Redundant communication via the CP 443-1 in H-systems
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Preface

Queries

Your Siemens contact from whom you received this function block will be pleased to provide
answers to any open issue relating to the use of the FBs described in this manual:

Conventions

The term CP or CP 443 is used in this documentation. The descriptions are valid for the
CP443-1 and CP343-1 communication processors.

Area of application

The function block described in this manual establishes a connection between the CP443-
1/CP343-1 and MODBUS devices of other manufacturers.

Redundant communication via the CP 443-1 in H-systems
Programming Manual, 03/2018, A5E36465068-AC 5
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Product description 1

1.1 Possible applications

Integration in the system environment

The following driver represents a software product for the communications processor CP
443-1 in a SIMATIC S7 H system.

The CP 443-1 can be used in the S7-400 programmable controllers and can establish
communications connections to partner systems.

Function of the FBs

With these function blocks, a communications connection is possible between the
communications module CP 443-1 and a device that supports the MODBUS/TCP protocol.
The function codes 1, 2, 3, 4, 5, 6, 15 and 16 are supported.

Data transmission takes place according to the client-server principle.
The SIMATIC S7 can be operated as client as well as server during the transfer.

Redundant communication is supported. The blocks can be used both in an S7-400 H
system as well as in an S7-400 single CPU with two CPs.

The blocks run in hot-standby mode. Hot standby describes the parallel redundant
processing of the signals in redundant components. This allows bumpless switchover of the
entire system to the standby components

TCP/IP with CP 443-1

TCP/IP with CP 443-1 runs via static connections. The TCP connection is not terminated
during error-free operation.

With the TCP stack used on the CP, the STEP 7 connection configuration only allows one
use of a particular port number.

Certain CP types can maintain and operate connections to multiple clients simultaneously
via the local port 502.

The technical details on this topic are explained in section 7.2 'Using connections on port
502 (Page 61)".

Redundant communication via the CP 443-1 in H-systems
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Product description

1.2 Hardware and software requirements

1.2

Hardware and software requirements

Usable modules for MB_REDCL or MB_REDSV

With the AG_CNTRL block from the SIMATIC_NET library, it is possible to terminate and re-
establish an existing connection. To be able to use the resources of the CPU/CP more
effectively, this block was also included in the Modbus blocks. The older CPs or older
firmware versions, however, do not support this AG_CNTRL.

You will find information about which CP supports AG_CNTRL with which firmware version
here: Ethernet CP and AG_CNTRL
(https://support.industry.siemens.com/cs/ww/en/view/33414377).

You can find technical specifications for the SIMATIC Modbus/TCP blocks and learn which
CPUs and CPs have been released here: Technical specifications of the Modbus/TCP
blocks (http://support.automation.siemens.com/WW/view/en/104946406).

The MB_REDCL and MB_REDSYV blocks are Block-Privacy-protected and can be used in an
S7-400 CPU as of firmware V6.0 and in an S7-300 CPU as of firmware V3.2.

Software versions

The use of FB MB_REDCL or MB_REDSYV is possible as of STEP 7 version 5.5. The
AG_LSEND/AG_LRECV V3.1 blocks must be used for this.

Memory requirements

10

FB MB_REDCL requires 13 KB of work memory and 16 KB of load memory.

FB MB_CPCLI requires 9 KB of work memory and load memory.

FB MB_REDSYV requires 12 KB of work memory and 14 KB of load memory.

FB MB_CPSRYV requires 8 KB of work memory and load memory.

You will find the precise lengths of the blocks in their properties in the SIMATIC Manager.

Redundant communication via the CP 443-1 in H-systems
Programming Manual, 03/2018, A5E36465068-AC
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Getting Started

Procedure

See also

. Installation of "SIMATIC Modbus/TCP CP Redundant" and inclusion of the MODBUS

blocks in the user project
=> section 3.1 (Page 13)

. Setting the parameter DB MODBUS_HPARAM_CP according to the requirements

(client/server, Modbus register, DB areas, etc.)
=> section 4 |(Page 25)

. For Modbus client: Call the MODBUS block MB_REDCL in cyclic OB

=> section 6.2 (Page|40) and 6.3/(Page 47)
or:

For Modbus server: Call the MODBUS block MB_REDSV in cyclic OB
=> section|7.3/(Page|63) and|7.4|(Page 66)

. Downloading the user program to the CPU and licensing of the Modbus block for this

CPU
=> section 5|(Page 31)

Inserting the function blocks in the program|(Page 23)
Configuring the redundant communication (Page 37)
Assigning CP parameters|(Page 14)

Configuring the communications connection (Page 17)
Licensing by reading out the IDENT_CODES (Page 31)

Redundant communication via the CP 443-1 in H-systems
Programming Manual, 03/2018, A5E36465068-AC
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Commissioning 3

General information

Requirements

3.1

The CP 443-1 can be configured via MPI or LAN/Industrial Ethernet. STEP 7 with NCM S7
for Industrial Ethernet (simply called "NCM IE" below) is required.

The information on STEP 7 and configuration of the communications connection used below
relates to STEP 7 version 5.5.

In later versions, sequences, name and directory information may have changed.

STEP 7 basic knowledge, STL knowledge, PLC basic knowledge

Installing the library on the STEP 7 PG/PC

Scope of delivery

Requirements

Installation

The supplied CD or ISO image contains a setup with which the library
"Modbus_TCP_CP_Red300_400", the example projects and the manuals in German and
English can be installed in the relevant STEP 7 directories.

The CD also contains the manuals in PDF format.

To be able to perform the installation, the STEP 7 configuration software must first be
installed.

Insert the MODBUS CD in the CD-ROM drive of your PG/PC. If the setup program does not
start automatically, install as follows:

1. Select the CD-ROM drive in the Windows Explorer, open the Setup directory and start the
setup program.

2. Follow the instructions displayed by the installation program step by step.

With the download version, as an alternative you can unpack the ISO image with a
corresponding program and start the setup program in the "Setup" directory.

Redundant communication via the CP 443-1 in H-systems
Programming Manual, 03/2018, A5E36465068-AC 13



Commissioning

3.2 Assigning CP parameters

You will now find
® The library in \Program Files\Siemens\Step 7\S7LIBS,
e 2 Example projects in \Program Files\Siemens\Step 7\EXAMPLES,

® The manual in
\Program Files\Siemens\Step 7\S7TMANUAL\S7Comm,

® The form SOFTWARE REGISTRATION FORM in
\Program Files\Siemens\Step 7\S7LIBS\Modbus_TCP_CP_Red300_400.

The manual can also be opened using the shortcut in \Program
Files\Siemens\Documentation.

3.2 Assigning CP parameters

The CP is connected to Industrial Ethernet in the "Subnet" list. If you have interconnected
your stations without routers, they must be located in the same subnet.

Procedure
1. Select the list entry with the name of your network.

For a new network, this is normally "Ethernet(1)".
Properties - Ethernet interface CP 443-1 {RD/S5) il

General  Parameters I

[ Set MAC address £ uze |50 protocol

MALC address: I

¥ IF protocal iz being used

(R [no04 Btz

f* Do not uze router
Subret mask: |255.00.0

i~ Usze router

Addiess:  [10.0.0.41
Subnet:
- nok networked - - Mew... |

Ethernet|1
Ethemet/3] Froperties... |
Ethermet(4]
Ethemnet(5] | Delete |

Cancel | Help |

2. Confirm with "OK".

3. The parameter assignment is compiled and saved.

Redundant communication via the CP 443-1 in H-systems
14 Programming Manual, 03/2018, ASE36465068-AC



Commissioning

Assigning link partner parameters

3.2 Assigning CP parameters

In the "CP is Client" mode, an "Other station" is necessary for the connection configuration.

After you have inserted the station of the link partner in your STEP 7 project, you need to
specify the object properties of this station.

Procedure

1. Select "Properties > Other station > Interfaces".

Redundant communication via the CP 443-1 in H-systems

Properties -Other station El
General  Interfaces I
M ame | Type | Addresz | Subnet |
Mew Interface - Type Selection ﬂ
Type: |nduztral Ethernet
Pl
FROFIBLS
FTF
e, | [relete
k. I Cancel Help
Ok | Cancel Help
2. Press the "New" button.
3. In the type selection box that then appears, select "Ind. Ethernet".
15
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Commissioning

3.2 Assigning CP parameters

4. Press OK. The following dialog opens.

Properties - Ethernet interface |

General  Parameters |

[T Set MAC address / use 1SO protocol

MAC address: If a subnet is. zelected,
AREEEE I the next available addresses are suggested.

¥ | P protocal iz being uzed

IP address: [no031 Baizeay
f* [io not uze router
Subnet mask: |255.0.0.0
" Use rauter
Addrezs: |1EI.EI.EI.31
Subnet:

- nat hetworked - " Mo
Ethernet(1 |
Ethernet[3) Properties. . |

Ethernat(4)]

Ethermet(5] hd Delete |
Cancel | Help |

5. Enter an IP address located in the same subnet as the link partner station.

6. Select the subnet that represents the connection between CP interface and the link
partner interface. By pressing the "OK" button, you return to the "Interfaces" tab.

Properties -Other station ﬂ

General  Interfaces |

Mame | Type | Address | Subnet |
Ethernet port(1] Indusztrial Ethernet 10,0021 Ethernet(2)

Mew. Froperties. . [elete |

0k | Cancel Help

7. "Properties > Other station > General".
No settings are required in the "General" tab.

Redundant communication via the CP 443-1 in H-systems
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Commissioning
3.3 Configuring the communications connection

3.3 Configuring the communications connection

For the connection between an S7 CPU and a communications partner/bus connected via
Industrial Ethernet, the CP represents the link. To connect the relevant interface to the link
partner/bus, the connection must be configured.

3.3.1 Configuring the connection in "CP is Client"

Procedure

1. Inthe STEP 7 project, select the CPU in your open S7-400H station.
2. By double-clicking on "Connections" you open the connection configuration.

The "NetPro" program opens with which you can configure your connections.
3. Select "Insert > New Connection...".

The following dialog is displayed.

12 Metivo - [MODBUS_TOP_CP_Redundant (Network) - £ Program Files',_.\Examples\ MODBLS
¥ jetwork Edt [nset FLC View Oghions Window Hep

G WS e e8P DE LR

k L k
r! Single-sided (Clent) &
_I Rt cJ u;su IRt ) 5 Cther s1anont5&r\~\er1]
I_ el | s
ﬁ " lm =
‘B E .
P |

Redundant communication via the CP 443-1 in H-systems
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Commissioning
3.3 Configuring the communications connection

4. For the new connection, select the connection partner "Other station" and "TCP
connection" as the connection.

The following dialog is displayed.

x
r~ Connection Partner
= {a] In the curent project
= £ MODBUS_TCP_CP_Redundant
& [l H Double-sided (Client)
+ ﬂ H Double-sided [Server)
[ E H Single-sided [Server]

Other station{Serverl]
Other station{Server2)
- [Unspecified)

----- - All broadcast stations
e Al midticast stations
@ In unknown project

. =
Froject |MODBUS_TCP_CP_Redundant A
Statior: |Other station{Server1)
Modide |
— Connection
Type: | TCP connection =l

¥ Display properties before inserting

DK Apoly Concel |  Hep |

5. Select the "Display properties before inserting" check box.
6. Confirm by clicking "OK".
The following dialog is displayed.

x
General Infomation | Addresses | Options| Overview | Staus Intomaicn |
Local Endpoint | Block Patameters
1D thest focor A1 |
Marne: [TCPVerbindung 48
ViaCP: [cPaas -rosT)

Roule... I

W Active connection establithment

e L 2

Redundant communication via the CP 443-1 in H-systems
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Commissioning

3.3 Configuring the communications connection

In the dialog, you can set the properties for the connection.

Note

Note that the connection ID (local ID) must be used in the parameter DB for the Modbus
block.

7. Set the ID based on the project requirements.
8. Enter a name for the connection.

The "Via CP" box displays the communications processor used to establish the
connection. The assigned connection path is displayed with the "Route..." button. If you
want to use a different plugged-in CP, this can be selected.

9. Select the "Active connection establishment" check box.
10.Change to the "Addresses" tab.
The following dialog is displayed.

%
Genessl Information Addresser | Dptions | Dverdew | St Infomaran |
Peats from 1025 theough B5535 ate avalable.

(Fioe Furthes posts, refer bo online help]
Local Remaote
IP (dec} 10,0050 [Geess
PORT (dect  [ENER [502
Cocel | Hoo |

In this dialog, the port numbers for both communications partners are specified.

11.Specify the port numbers in the "Addresses" tab.

Note

Selecting the port number:

¢ In Modbus/TCP communication, the Modbus/TCP servers are normally addressed via
port 502.

e With Modbus/TCP clients, port numbers higher than 2000 are used.

12.Confirm by clicking "OK".
The entries are applied.

13.Save the connection configuration and close the "NetPro" program.

Redundant communication via the CP 443-1 in H-systems
Programming Manual, 03/2018, A5E36465068-AC 19
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3.3 Configuring the communications connection

3.3.2 Configuring an unspecified connection with "CP is server"

Procedure
1. If the CP operates as a server on a link, communication is activated via an unspecified
connection.

The client needs to handle active connection establishment.

2. After selecting Insert > New connection..., you change to the "Insert New Connection"
dialog.

EE MetPro - [MODBUS_TCP_CP_Redundant {Network) -- E:\Program
% Network Edt [nsert PLC View Options Window Help

SO &G R a8 L DA

H Single-sided (Server)

DF «MPYOF|CP JCPU DF MPVDP|CP
- (=) EATE A [f=2]
: it
HE . I |
20 20 20 21
Kl
Local 1D

Redundant communication via the CP 443-1 in H-systems
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Commissioning

3.3 Configuring the communications connection

3. For the new connection, instead of the connection partner, select "Unspecified" and "TCP
connection" as the connection.

|

~ Connection Partner

=1 (2] In the curent project

=-&p MODBUS_TCP_CP_Redundant

# [Ell H Double-sided [Chent)

# (@l H Double-sided [Server)

® !1 H Single-sided [Client)
Other station(Serverl)

‘ Other station{Server2)

----- 8 (Unspecified)

Statior: |Unspecified)
Module: [

~ Connection
Type: | TCP connection |

W Display propeties before nserting

0K Apply Cocel |  Hep |

4. Select the "Display properties before inserting" check box.
5. Confirm by clicking "OK".
This brings you to the "Properties - TCP connection" dialog.

Properties - TCP connection _5]

Genesal Infomation | Addsesses | Options| Overview | St Infomaton |

1~ Local Endport 1 Block Parameters
1D (hex} [ - | 1=
Home: [TCPVerbindng 57 WHIBHIFE7 —{LADDR
Via P [P s - jossT)

r ! - -
I™ Uea FTE protocdl

Coresl_| __ Hob

Redundant communication via the CP 443-1 in H-systems
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3.3 Configuring the communications connection

22

Note

Note that the connection ID (local ID) must be used in the parameter data block for the
Modbus block.

6. Set the ID based on the project requirements.

7. Enter a name for the connection.

The "Via CP" box displays the communications processor used to establish the
connection. The assigned connection path is displayed with the "Route..." button. If you
want to use a different plugged-in CP, this can be selected.

8. Disable the "Active connection establishment" check box.

9. Change to the "Addresses" tab.

In the "Addresses" dialog, no settings are made for the "Partner”. "IP" and "PORT" do not
have an entry.

x|
GenesalInfoumation Addeesses | Opiions| Overiew | =1 son |

Pots from 1025 theough 5535 2e avalable.
[Fox furthess podts, refer bo online help]

Local Remote

P (dc) 10.0.0.50

PORT dect  [502 |

Concel_| e

10.Confirm by clicking "OK".

The entries are applied.

Redundant communication via the CP 443-1 in H-systems
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3.4 Inserting the function blocks in the program

3.4 Inserting the function blocks in the program

Content of the Modbus library:

The Modbus library contains the folders "S7 300 Client", "S7 300 Server", "S7 400 Client",
"S7 400 Server" and "Parameter data blocks" with the FBs for redundant communication.

S7 400 Client
Among other things, the "S7 400 Client" folder contains the blocks
e FB909 (MB_REDCL) and
e FB908 (MB_CPCLI).

& Modbus_TCP_CP_Red300_400 (Component view) -- C:\Program Files (86)\..\S7libs\Modbus_TCP_CP Red300400 | = | &

=2 Modbus_TCP_CP_Red300_400 | Object name | Symbolic name | Created in langu... | Type | “ersion [Head:
(-{z3) Parameter data blocks &3 FBa03 MB_CPCLI 50l Function Block 40
[+l-{z1] 57 300 Client & Fea0g MB_REDCL ENCRYPT Function Black 40
(g 57 300 Server D83 LICENSE_DE DB Diata Block 01
[El-{=7] 57 400 Client
(-5 57 400 Server
i 1 3

For redundant communication, both blocks are always required.
The MB_REDCL calls the MB_CPCLI block several times internally.

S7 400 Server
Among other things, the "S7 400 Server" folder contains the blocks
e FB907 (MB_REDSV) and
e FB906 (MB_CPSRV).

% Modbus_TCP_CP_Red300_400 (Component view) -- C:\Program Files (x86)\...\57libs\Modbus_TCP_CP_Red300 400 | — || & |[si5m]

E@ Modbus_TCP_CP_Red300_400 Object name | Symbalic narme | Created in langu... | Type | Yersion [Head:
E-{E) Parameter data blocks &3 FE0G MB_CPSRY 5CL Function Black 4.0
B-{55] 57 300 Client B FRI07 MB_REDSY EMCRYPT Function Block 40
el-Ex) 57 300 Server & DE3 LICENSE DB DB Data Block 01

E-{E5] 57 400 Client
=-{E0 57 400 Server

For redundant communication both blocks are always required. The MB_REDSV block calls
the MB_CPSRYV block several times internally.
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Commissioning

3.5 Startup behavior of the CP 443

Parameter data blocks

The "Parameter data blocks" folder contains parameter data blocks as examples.

Inserting the blocks

Open the "Modbus_TCP_CP_Red300_400" library and copy the required blocks. Insert the
blocks in your program.

The Modbus blocks use the functions AG_LSEND and AG_LRECV. Copy these blocks from
the "SIMATIC_NET_CP" -> "CP 400" library and insert them in your program.

Also copy AG_CNTRL from this library folder to your project.

Note

Note that the following versions of the FCs are required for error-free operation of FBs the
MB_REDCL / MB_REDSV:

e AG_LSEND V3.1 or higher

e AG_LRECV V3.1 or higher

e AG_CNTRL V1.0 or higher

3.5 Startup behavior of the CP 443

Introduction
The startup of the CP is divided into the following phases:
® |nitialization (CP network on)

® Parameter assignment

Initialization

As soon as power is applied to the CP, the firmware on the CPU is prepared for operation
after running through a hardware test program.

Parameter assignment

During the parameter assignment, the CP receives the module parameters assigned to the
current slot.

The CP is now ready for operation.

Redundant communication via the CP 443-1 in H-systems
24 Programming Manual, 03/2018, ASE36465068-AC



Parameter assignment for Modbus/TCP 4
communication

For communication via a CP 443, the connection must be configured in NetPro.

Several connections to different communications partners can be configured and established
at the same time. The number of simultaneously established connections depends on the
CPU and the CP being used.

Parameter data block MODBUS_HPARAM_CP

The data required to assign the connections and process the Modbus/TCP requests are
defined in a data block (the parameter data block MODBUS_HPARAM_CP). The connection-
specific data is first saved. The connection-specific data is followed by the Modbus/TCP
parameters.

A parameter block in which the connection parameters of the NetPro configuration and the
Modbus/TCP parameters are defined is required for each connection. For each further
connection, a new block needs to be created and the matching parameter block with the
connection and Modbus/TCP parameters has to be inserted.

A completed parameter data block is included in the "Modbus_TCP_CP_Red300_400" library
as an example.

Structure of DB MODBUS_HPARAM_CP

Address Name

+0.0  Connection parameters

+8.0

+10.0 Modbus parameters

+74.0

® Connection parameters

In the first block, the connection-specific parameters "id" and "laddr" are defined. Based
on these parameters, the connection configured in NetPro can be assigned.

® Modbus/TCP parameters

The data required for the mode and address reference is saved in the Modbus/TCP
parameters, for example the mode of the S7 as Modbus/TCP server or Modbus/TCP
client, the Modbus/TCP register addresses and the numbers of the DBs in which the data
is mapped. You must keep to the data structure of the Modbus/TCP parameters because
they cannot be processed correctly otherwise.
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Parameter assignment for Modbus/TCP communication

4.1 Parameter assignment for Modbus/TCP communication with the Wizard

Configuration options

You have two options for configuring the connection and Modbus/TCP parameters. On the
one hand, the entries can be made with a Wizard making the parameter assignment
extremely convenient. On the other hand, the parameters can be set by editing the
parameter data block.

These two options are described in the sections "Parameter assignment for Modbus/TCP
communication with the Wizard|(Page|26)" and "Structure of the connection parameters
(Page 27)".

4.1 Parameter assignment for Modbus/TCP communication with the
Wizard

The "SIMATIC Modbus/TCP Wizard" allows convenient configuration of the connection ID,
the CP address and the Modbus/TCP parameters in the parameter data block
MODBUS_HPARAM_CP. The entire parameter block is created with connection parameters
and Modbus/TCP parameters.

You will find the Wizard in: SIMATIC Modbus/TCP Wizard
(http://support.automation.siemens.com/WW/view/en/60735352)
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Parameter assignment for Modbus/TCP communication

4.2 Manual parameter assignment for Modbus/TCP communication

4.2 Manual parameter assignment for Modbus/TCP communication

4,21 Structure of the connection parameters

Structure of the connection parameters

The figure below shows the connection parameters based on the example of DB6.

| 0. STERUCT
+0.0( (double =ided_red BOOL FALSE
+2.0( (14 _0_a TORD TELEED
+4.0( (id_1_a TIORD MELEHO
16.0( [laddr_cpd TORD TELEED
+5.0| (laddr_cpl TIORD MELEHO
+10.0( |server_ client EOQODL FALSE
+10_1| |single_write BOOL FALSE
+11.0| |reserved EYTE Ef1cg0
+12_0( |data_type_1 BYTE Bflegz
+14.0( (db_1 TORD TEL1EHE
+16._0( |start_1 TIORD MELEHO
+12.0| fend 1 TORD WELEELF2
+20._0( |data_type_2 BYTE Bflegz
+Z2.0| (db_Z TORD MELEEC
+24_0| |start_2 TIORD MElLeH2D0
+Z6.0| [end Z TORD WELEEI04
+Z8.0( |data type 3 EYTE Eflafd
+30.0( |db_3 TIORD #1EHD
+22.0| [starc_2 TORD WELEEZDO
+34_0| |end_3 TIORD WMHELEHIES
+26.0( |data type_ 4 EYTE Eflag0
+328.0( |db_4 TIORD MELEHO
+40.0| [starc_d4 TORD TELEED
+4Z2_0| |end_4 TIORD MELEHO
+44.0( (data type & EYTE Eflagfl
+46._0( |db_5 TIORD WMELEHE
+48.0| [starc_ £ TORD WELegZE0
+50._0| |end_5 TIORD WMHELEHAEE
+EZ2.0( |data type & EYTE EflGfZ
+54._0( |db_#& TIORD WMELEHF
+EE.0| [starc_© TORD TElegchd
+58_0| |end_& TIORD WMHELEHSFC
+60.0( |data type 7 EYTE Eflagfl
+6Z2_0( |db_7 TIORD WEleglo
+€4.0| [starc 7 TORD TElegchd
+66_0| |end_ 7 TIORD WMHELEHSFC
+62.0( |data type 2 EYTE Eflag0
+70.0( |db_= TIORD MELEHO
+72.0| [starc_2 TORD TELEED
+74._0| |end_3 TIORD MELEHO
=7&.0 END_STRUCT
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Parameter assignment for Modbus/TCP communication

4.2 Manual parameter assignment for Modbus/TCP communication

id

laddr
server_client
single_write
data_type_x
28

The first parameter specifies whether the redundancy is single-sided or double-sided. The
parameters 2-5 are passed on to the AG_LSEND/AG_LRECYV calls.

The remaining parameters specify the mode of the Modbus/TCP communication and the
mapping of the Modbus/TCP addresses to the SIMATIC addresses. Up to 8 data areas can
be set. At least the first of these data areas must be defined; the other 7 are optional.

The parameters are explained below.

A connection ID is assigned for each configured connection in STEP 7 (NetPro). The
connection ID uniquely describes the connection from the CPU via the CP to the link partner.
The number from the connection configuration is entered here. The range of values for this
parameter is 1 to 64.

The "laddr" parameter is the base address of the CP from HW Config (I address). The
configured value is entered here. The range of values for this parameter depends on the
CPU. The "id" and "laddr" parameters can also be taken from the "Properties" dialog of the
TCP connection.

This parameter distinguishes client and server mode. If the input is TRUE, the "CP is server"
mode is used. If the setting is FALSE, the "CP is client" mode is used.

In the "CP is client" mode, if the "single_write" parameter = TRUE, the function codes 5 and
6 are used for write jobs with length 1. If "single_write" = FALSE, function codes 15 and 16
are used for all write jobs.

The "data_type_x" parameter specifies which Modbus/TCP data type is mapped in this DB. If
the value 0 is entered in data_type_x, the corresponding data area is not used.

Identifier Data type Data width
0 Area not used -

1 Coils Bit

2 Inputs Bit

3 Holding register Word

4 Input register Word
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Parameter assignment for Modbus/TCP communication
4.2 Manual parameter assignment for Modbus/TCP communication

db_x

The "db_x" parameter specifies the data block in which Modbus/TCP registers or bit values
defined below are mapped. When using a global DB, the DB number 0 is not permitted
because it is reserved for the system.

DB number 1 to 65535 (W#16#0001 to W#16#FFFF)

If a data collector block is used in CFC, the DB number 0 must be specified. The
DataCollector blocks are explained in section 8, "Additional Blocks".

start_x, end_x

"start_x" specifies the first Modbus/TCP address that is mapped in data word 0 of the DB.
The "end_x" parameter defines the address of the last Modbus/TCP address.

e \When accessing registers, the data word number in the S7 DB in which the last
Modbus/TCP address is entered is calculated as follows:

DBW number = (end_x — start_x) » 2

e With bit access, the data byte number in the S7 DB in which the last Modbus/TCP
address is entered is calculated as follows:

DBB number = (end_x — start_x) / 8

The defined data areas must not overlap. The "end_x" parameter must not be lower than
"start_x". In case of an error, the initialization of the FB is aborted with an error. If both values
are identical, one Modbus/TCP address (1 register or 1 bit value) is assigned.

The data block must be created 2 bytes longer. These two reserve bytes are used for
internal purposes.

In the sections below, there are examples of the mapping of the Modbus/TCP addresses to
S7 memory areas.

e Example of the address mapping MB_REDCL (Page 54)
e Example of the address mapping MB_REDSV |(Page|71)
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Parameter assignment for Modbus/TCP communication

4.2 Manual parameter assignment for Modbus/TCP communication

422 Parameter assignment for Modbus/TCP communication

Procedure

1. Copy one of the blocks DB4-DB6 from the "Modbus_TCP_CP_Red300_400" library and
insert it in your project.

If the number is already being used elsewhere, the DB can be renamed.
2. Adapt the parameters to meet your requirements.
3. Initialize the block with the Init bit.

Note

Parameter changes in the MODBUS_HPARAM_CP block only take effect once the
module is re-initialized.

A parameter block is required for each connection group.
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Licensing 5

The MB_REDCL or MB_REDSYV blocks must be licensed individually on each CPU.
Licensing takes place in two steps: reading out the IDENT_CODE and entering the
registration key REG_KEY. OB121 must exist on the CPU.

Note

With an S7 H station only the CPU in rack 0 is licensed. For this reason, replacing the CPU
from rack O after the licensing is no longer possible.

There are 2 options for licensing available:
® Licensing via the wizard and the "Industry Support" app

® Reading the data from the instance DB and the printed COL

5.1 Licensing via the wizard and the "Industry Support" app

1. Set the parameters for the MB_REDCL or MB_REDSYV block according to your
requirements in a cyclic OB (OB1 or a cyclic interrupt OB).

2. Download the program to the CPU and set it to RUN.

3. Scan the data in according to the instructions in the FAQ Request a license via the
Service&Support app (https://support.industry.siemens.com/cs/de/en/view/109746433)
and register with this information.

5.2 Licensing by reading out the IDENT_CODES

Reading out the IDENT_CODE
To read out the IDENT_CODE, follow the steps below:

1. Set the parameters for the MB_REDCL or MB_REDSYV block according to your
requirements in a cyclic OB (OB1 or a cyclic interrupt OB).
Download the program to the CPU and set it to RUN.

2. Open the project in online mode in the SIMATIC Manager.

3. Open the instance DB of the Modbus block in this online project.
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Licensing

5.2 Licensing by reading out the IDENT_CODES

)| SIMATIC Manager - MB_TCP_CP_RED_400
File Edit Inset PLC View Options Window Help

PR N = e [Q | & |[<No Fiter > S 0 E mE M

@ MB_TCP_CP_RED 400 (Component view) -- C:\Program Files (xSG]\---\STEP?\ExampIes\MB_TCP_CP_REE_aEU ONLINE

pe

ME_TCF_CF_RED_400 ame
57 Client - 57 Single
57 Server - 57 Sir?gle e —
57 Cliert - Dev Single Data block Edit:~PLC Debug View Wlndow Help
: 57 Client - D ouble-sided "" 2, ﬂ é % Bz @ | 9 g G R‘?
=] {ﬂl 57 Server - Dev Single
4l CPU 41244 T DBYOT -- MB_TCP_CP_RED.400\S7 Server - Dev Single\CPU 414-4 H ONLINE
=8 D 57 Program(1]
\.{g3) Blacks ‘Addres | Declarat| Name | Type Initial value | Actual value
; CPU 414-4 H[T) 16 26.1 | out ERROR_1A BOOL FALSE FALSE
% CP 4431 17 28.0 | out STATUS_1A WORD WH#16#0 WH#168A090
CP 4431(1] 18 30.0 | out NDR_0B BOOL FALSE FALSE
57 Server - Double-sided | | |75 301 | out ERROR_0B BOOL FALSE FALSE
20 32.0 | out STATUS_0B WORD WiH#16#0 WH#16#A090
21 340 | out NDR_1B BOOL FALSE FALSE
22 341 | out ERROR_1B BOOL FALSE FALSE
23 36.0 | out STATUS_1B WORD WH#16#0 W 1684090
24 38.0 | out IDENT_CODE STRING[18] | " ‘CPREDLKIFABJ KMEIKKSj
25 58.0 | out RedErs7 BOOL FALSE FALSE
26 58.1 | out RedErDev BOOL FALSE FALSE
4 m

4. An 18-character string is displayed at the IDENT_CODE output.

Copy this string from the DB and paste it in the form SOFTWARE REGISTRATION
FORM. This form is saved in the library path ..\Program
Files\Siemens\Step7\S7LIBS\Modbus_TCP_CP_Red300_400 during installation and is
also available on the installation CD.

Enter the license number from the product packaging in the form.

Note
Use in CFC

Online, the CFC editor can only display a certain number of characters. The full
IDENT_CODE is displayed in the tooltip of the output parameter.
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Licensing

5.2 Licensing by reading out the IDENT_CODES

T .DBYOT -- MB_TCP_CP_RED._ 400157 Server - Dev Single\CPU 414-4 H ONLINE

| Addres | Declarat| Mame | Type | Initial value | Actual value
16 26.1 | out ERROR_1A | BOOL FALSE FALSE
17 28.0 | out STATUS 1A | WORD WH1680 WH168A090
13 30.0 | out MDR_0B BOOL FALSE FALSE
19 301 | out ERROR_O0B | BOOL FALSE FALSE
20 32.0 | out STATUS 0B | WORD WH1680 WH165A090
21 34.0 | out MDR_1B BOOL FALSE FALSE
22 341 | out ERROR_1B BOOL FALSE FALSE
23 36.0 | out STATUS 1B | WORD WH1650 WH165A090
24 38.0 | out IDEMT CODE | STRING[18]|° _, |'CPREDLKIFABJKMBKKS' ]
25 58.0 | out RedEmrs? BOOL FALSE/ FALSE
28 58.1 | out RedErDev BOOL FH.L% FALSE
4| —m f' '

FPlease inzert the [DENT-CODE here.
The manual contains information how to find oyt the IDENT-CODE.

Eitte tragen Sie den IDENT-CODE hier ejf
Das Handbuch enthdlt Informationet, wi® Sie den [IDENT-CODE ermitteln.

S ]I)ENT_(:' ODE =#%= SIMATIC MODBUSITCP

TP o Bafleart | Sotwaren Erginaareg = Tetiive Golewms
Tﬂ#wlwm#uﬁ_

Tioe ol Ume A0 dar g ekl

Me | Arpsal |

Flease inzett the License-Ho. here. A1
You find the License-Ho. on the package of the g

Stenre Coman | Lafagreilani

Bitte tragen Sie die Lizenz-Hr. hier eit, : 'mmm:l
Sie finden die Lizenz MNr. auf der Verpackung defs mmr&m:;‘
1 o URIATIE BYENY 88

=== License-No / Lizenz-Nr <<

<

CCDTICICATE NP TICENQE

5. Send the form to Customer Support (http://www.siemens.com/automation/support-

request) using a service request. You will then receive the registration key for your CPU.

Redundant communication via the CP 443-1 in H-systems
Programming Manual, 03/2018, ASE36465068-AC 33


http://www.siemens.com/automation/support-request
http://www.siemens.com/automation/support-request

Licensing

5.2 Licensing by reading out the IDENT_CODES

Entering the registration key REG_KEY.

The registration key REG_KEY must be specified with each MB_REDCL or MB_REDSV
block call.

You should save the REG_KEY in a global data block via which all MB_REDCL or
MB_REDSYV blocks receive the necessary registration key (see the following example).

Proceed as follows to enter the registration key REG_KEY:

1. Copy the ready-made licensing block DB3 from the "Modbus_TCP_CP_Red300_400"
library to your project. If the DB number is already being used in the project, the license
DB can also be renamed.

2. Open the license DB and copy the 17-character registration key and paste it into the
"Initial value" column.

iﬁilAD;"STL;’FBD - [DB3 -- "LICENSE_DB" -- MODBUS_TCP_CP_Red
{3} File Edit Insert PLC Debug View Options Window Help

-] z 1w _ -,. z —;,m Ti 1 S e A
DB & » R v o | Cidlm|o|Se| <> O
Rddress [Name Type Initial value Comment

0.0 STRUCT

+0.0 |REG_KEY STRING([17] ‘insert REG KEY' JRegistration Key
=20.0 END_STRUCT !

3. To avoid having to enter the registration key again after reloading the CPU, it needs to be
entered permanently in the data block. Change to the data view of the DB with the menu
item "View > Data View". With the menu command "Edit > Initialize Data Block", all the
values from the "Initial value" column are transferred to the "Actual value" column.

4. In the cyclic OB, enter the number of the license DB at the parameter REG_KEY_DB of
MB_REDCL or MB_REDSV.

5. Download the modified blocks to the CPU. The registration key can be entered during
runtime; a change from STOP -> RUN is not necessary.

The block is now licensed for this CPU.
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Licensing

5.3

5.3 Missing or incorrect licensing

Missing or incorrect licensing

If you enter an incorrect registration key or no registration key at all, the INTF LED of the
CPU flashes once a minute and an entry is made cyclically in the diagnostics buffer
regarding the missing license. The error number for a missing license is W#16#A090.

General Memoy | ScanCycleTime |  Time System

[~ Time including CPU/local time difference

I

FA{Module Information - CPU417-4H ONLINE I =ic
Path:  [MODBUS_TCP_CP_Redundant\H-Singlesi  Operating mode of the CPU:  <i> RUN
Status: OK Not a force job
Performance i |  Stacks | HState | Identiication

Event ID: 168 A090

| Event |~

2 08/03/2010  Avea length error when reading

3 12:29:46.097 PM 08/03/2010  Event ID: 168 A0S0

4 12:29:46.097 PM 08/03/2010  Area length error when reading

5 12:28:46.096 PM 08/03/2010  EventID: 168 ADJ0

] 12:28:46.096 PM 08/03/2010  Asea length eror when reading

7 12:27:46.095 PM 08/03/2010  EventID: 168 A0S0

8 12:27:46.095 PM 08/03/2010  Area length error when reading ;l
Details onEvent:  10f120 EventID: 168 A090

No entry in text database. Hexadecimal values will be displayed.

Event ID: 168 A090

0B: 168 01

PK: 164 01

DatiD 1/ 2: 16# 52 C2

Additional infol / 2/ 3: 164 4D4F 4442 5553

X

[ Cose | Update | it | Help

]
Saveds. |  Sefings. | OpenBioct Help on Event |

AWARNING

If OB121 is missing in the controller, the CPU is set to STOP.
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If a registration key is missing or incorrect, the MODBUS communication is processed. If a
registration key is missing or incorrect, W#16#A090 "No valid license available" is displayed
at the STATUS_x output. The output is ERROR=FALSE in this case.
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5.3 Missing or incorrect licensing
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Function block MB_REDCL - Modbus client 6

6.1 Configuring the redundant communication

General information

The CP is the client when the S7 are initiates the reading or writing of the data from or to the
remote partner.

The communications partner of the H system can be stand-alone or also redundantly
structured (redundancy single-sided or double-sided).

Single-sided redundancy Double-sided redundancy
|H Single-sided (Client) H Douhle-sided (Client)
& | CPU \OF MPLDP|CP CPU DPF MPLOP (CP 5 | CPU OF MPLOPR|CP CPU A DP (MPLDP (P
i | i H (] AT ' W il | i ' [T=5) FATEA H W3

. o W Hoo

= = | mE |m o | o e |

0 1 a 1
Switch Switch
A A |B

| |QOther station(Server?)
[ ]

| |COther station(Server?)

Configuration in HW Config
When configuring the hardware in HW Config, CP0O and CP1 receive different input
addresses and different IP addresses so that they can be addressed uniquely in the S7
program or by communications partners.

Configuration in NetPro

For every possible connection between the communications partners, 1 connection must be
configured in NetPro. With single-sided redundancy, one connection is created for
CPUO/CPO0 and one connection for CPU1/CP1:

® Connection from CPUO/CPO to partner => connection 0A
® Connection from CPU1/CP1 to partner => connection 1A

With double-sided redundancy, 2 connections are created for CPUO/CPO0 and 2 connections
for CPU1/CP1:

® Connection from CPUO/CPO to partner/node A => connection 0A
® Connection from CPU1/CP1 to partner/node A => connection 1A
® Connection from CPUO/CPO to partner/node B => connection 0B

® Connection from CPU1/CP1 to partner/node B => connection 1B

Redundant communication via the CP 443-1 in H-systems
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Function block MB_REDCL - Modbus client

6.1 Configuring the redundant communication

The figures in the following examples illustrate the connection identifiers graphically.

During connection configuration care must be taken that for the connection endpoints (S7:
CPO and CP1, partner: node A and node B) there must be at least 1 distinguishing
characteristic for the addressing: either the IP address or the port number. CP0 and CP1
always receive different IP addresses during configuration. For this reason, during
connection configuration the same port numbers can be used for both CPs. If the
communications partner only has 1 IP address, a different port number must be used for
each connection.

The Modbus server is usually addressed via port number 502; the Modbus client uses a port
number starting at 2000.

Incorrect entry of the port numbers (e.g. identical entry of a port number) is recognized by
NetPro when you close the configuration dialog.

Example: Single-sided redundancy

An example of configuration in NetPro for single-sided redundancy is shown in the following

figure:
| ST7 is client
o | CPRU . DP ||.|F|."DF|CF“3-1 CRU , DP ||.|F|."DF|CFH3-1
| Hedl ! el !
= AN 1 Vo ='s] PR s e =
EE | m mE | m
2000 2000

0A 1A

a02 203
10.0.0.60

partner is server
]

The S7 station has the IP addresses 10.0.0.50 and 10.0.0.51 and can use the port number
2000 for both connections.

The partner station has the IP address 10.0.0.60 and must be addressed via 2 different port
numbers: 502 and 503.
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Function block MB_REDCL - Modbus client

6.2 How FB MB_REDCL works

Example: Double-sided redundancy

An example of configuration in NetPro for double-sided redundancy is shown in the following

figure:
| S7 is client

}_|| E:IP‘?‘:DF :I.IFI."IJP PR3 ?1P£1:DF :I.IFI."IJP CRH
w0 AODOED). ¢ 1 1000

mE |m Em | m
2000] ™, 20071 2000, 2001
OA| OB 1A [1B
502| 503 502, |503

10.0.06D 100,061

Y ‘ partneris server

| [ [

The S7 station has the IP addresses 10.0.0.50 and 10.0.0.51. For the access to node A of
the link partner port number 2000 can be used both for CP0 and CP1 because the IP
addresses of the two CPs are different (connection 0A and 1A).

For access to node B of the link partner, the same port number can also be used for both
CPs: 2001 (connection 0B and 1B).

The partner station has the IP addresses 10.0.0.60 and 10.0.0.61. For access to the CPO of
the S7, node A and node B can use the same port number: 502 (connection 0OA and 0B). For
access to the CP1 of the S7, they can also use the same port number: 503 (connection 1A
and 1B).

Special case - multiple use of port 502

NetPro does not allow a multiple connection with the same IP address and port number via a
specified connection. If the link partner with 1 IP address only supports port 502, instead of
specified connections unspecified connections must be configured in NetPro.

When using unspecified connections, a remote port 502 can be used more than once.
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6.2 How FB MB_REDCL works

6.2 How FB MB_REDCL works

General information

Tasks of the FB

Calling the FB
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It is also possible to operate an H station as a Modbus client and Modbus server at the same
time. To do this, the relevant blocks for the client and server must be called and the required
connections created in NetPro. For every redundant connection group - consisting of 2
connections (single-sided redundancy) or 4 connections (double-sided redundancy) - the
Modbus block may only be called once.

In other words, if the H station is intended to operate as client and server in single-sided
redundancy, 2 connections for the server block and 2 connections for the client block must
be created in NetPro.

If the H station is intended to operate in double-sided redundancy, 4 connections must be
created for the client block and 4 connections for the server block.

In terms of the library, there is no limitation regarding the maximum number of Modbus
blocks running at the same time. The number of available connection resources is limited for
a CPU and CP. You can find the required information on the Internet at Number of devices
on an S7-300/S7-400 with Modbus/TCP
(https://support.industry.siemens.com/cs/ww/en/view/103709646).

The function block MB_REDCL performs the following tasks:
e Coordination of the connection(s) over which message frames are sent.
® Maintaining the transaction identifier Tl

The MB_REDCL block calls the MB_CPCLI block several times internally and handles the
coordination of the MB_CPCLI calls of the different connections.

The MB_CPCLI block performs the following tasks:

® Monitoring of all configured connections with AG_CNTRL

e Calling the standard functions for data transfer between CPU and CP
® Generating Modbus-specific telegram header when sending

® Checking the MODBUS-specific telegram header when receiving

e Data transfer from/to the set DB

® Time monitoring of the receipt of data

The function block must be called in a cyclic OB.

Per connection group the FB MB_REDCL can be called once.
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Function block MB_REDCL - Modbus client

Online Help

Initialization

6.2 How FB MB_REDCL works

For the MB_REDCL function block, there is a block online help available in the SIMATIC
Manager. By selecting the block and pressing the "F1" key, the online help with the most
important information on the module opens.

The MB_REDCL function block is initialized with a positive edge at the "Init" input. The
initialization parameters must be assigned according to the plant configuration. They are
checked for plausibility and entered in the instance DB. During the initialization, the
parameter DB is evaluated and the parameter assignment is applied in the instance DB. No
initialization can be performed while a job is running (BUSY = TRUE).

If a positive edge is detected at the "Init" parameter, the actions described above are carried
out. If it was possible to complete the check without error, "Init_Error" and "Init_Status"
display O.

If errors occurred during the check, this is displayed at the "Init_Error" and "Init_Status"
outputs. As long as an Init error is pending, no Modbus/TCP communication is possible via
the block. The Init error must be corrected first. The values at "Init_Error" and "Init_Status"
are reset at the next positive edge and are assigned the latest values after a new check.

The "Init" input parameter is reset once the check is completed.

The runtime parameters are not evaluated during the initialization.

Cyclic operation of the FB

In cyclic operation, FB MB_REDCL is called e.g. in OB35. The block functions are activated
based on the runtime parameters. Changes to the runtime parameters are not evaluated
while a job is in progress.

In cyclic mode, the initialization parameters are not evaluated.

Programming error OB121

If the Modbus block is not yet licensed for this CPU, OB121 is called.

AWARN ING

If OB121 is missing in the controller, the CPU is set to STOP.
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6.2 How FB MB_REDCL works

Job initialization

A positive edge at the trigger input ENQ initiates a job. Depending on the input parameters
UNIT, DATA_TYPE, START_ADDRESS, LENGTH and WRITE_READ, a MODBUS request
frame is generated and sent to the partner station via the TCP/IP connection. The block
waits for the set time MONITOR for a response from the server.

If after restarting the H system a job is initiated by all connections during the first run-through
after initialization, the error code 80B2 can be displayed once for the connection of the
reserve CPU. This is a system property of the H system.

Sending requests via 1 connection
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With the setting use_all_conn = FALSE, the MODBUS request is sent via 1 connection - the
currently active connection. If there is a timeout (no response from the server) or a
connection error, there is an attempt to send the request via the other (maximum 4)
configured connections one after the other. The order for this is OA, 1A, OB and 1B. If a
request could be transferred successfully via a connection, this connection is marked as
"active" and further requests are sent via this connection. If there is a connection error on the
active connection, there is once again an attempt to send the request via all configured
connections one after the other.

If all attempts to send fail, ERROR and STATUS_x are set accordingly.

When a response is received, a plausibility check is performed. If this check is successful,
the required actions are performed and the job is executed without errors; the output DONE
is set. If errors were detected during the check, the job is ended with error, the ERROR bit is
set and an error number is displayed at STATUS_x. In this case, there is no renewed
attempt to send the request on the next configured connection.

There is only a switchover to the other configured connections when a connection error is
detected or no response was received.

Unavailable connections are indicated by the status message AOFF in the STATUS output.
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6.2 How FB MB_REDCL works
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Sending requests via all connections

With the setting use_all_conn = TRUE, the MODBUS request is sent via all configured
connections. After receiving a response on one of the connections, a plausibility check is
performed. If this check is successful, the required actions are performed.

The outputs DONE, ERROR and STATUS are only updated when a response has been
received on all configured connections.

If a valid response was received on at least 1 connection, the output DONE is set.
If an error was detected on all connections, the ERROR bit is set and the error numbers are
displayed at STATUS_x.
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6.2 How FB MB_REDCL works

If one of the configured connections has failed, the following MODBUS requests are no
longer sent via the defective connection until the connection check (=> section 6.3
(Page|47)) has detected connection re-establishment.

Unavailable connections are indicated by the status message AOFF in the STATUS output.

= Comnection 0A

Comnection 1A

Server
1/O at modbusblock
ENQ=TRUE  —
e 2
E Response
3 /
DONE = TRUE" =TT
ERROR =FALSE
STATUS 0A=0 v
STATUS 1A =0
L 4

Figure 6-1 Case a) All responses are received free of errors.
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6.2 How FB MB_REDCL works
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Figure 6-2  Case b) At least 1 response is not received.
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6.2 How FB MB_REDCL works
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Figure 6-3  Case c¢) No response is received.

Data transfer CPU - CP

Data is transferred between the CP and CPU using the standard blocks AG_LSEND and
AG_LRECV.

When a MODBUS job is activated by the user, the FB calls the standard blocks for the CP in
the required sequence and number.

TCP/IP with CP 443-1

46

TCP/IP with CP 443-1 runs via static connections. The TCP connection is not terminated
during error-free operation.

Due to this system property in unfavorable situations with certain error situations
synchronization may be lost. If a loss of synchronization is detected, the connection is
terminated and re-established with AG_CNTRL.
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6.3 Connection monitoring with AG_CNTRL

Connection termination by the communications partner

When the TCP connection is terminated by the communications partner, data can only be
sent again after 150 ms due to system properties. This delay time is implemented by the
function block.

Programming error OB121
If the Modbus block is not yet licensed for this CPU, OB121 is called.

AWARN ING

If OB121 is missing in the controller, the CPU is set to STOP.

6.3 Connection monitoring with AG_CNTRL

Connection check

The MB_REDCL block detects a connection error when the communications functions
AG_LSEND/AG_LRECYV report an error in the transfer of data frames. This means that a
connection error can only be detected with long pauses between job initiations or when using
use_all_conn=FALSE.

So that any connection problems occurring are detected more quickly and can be eliminated,
there is the option of checking the configured connections cyclically using the
"check_conn_cycle" parameter. This connection check is performed by the AG_CNTRL
function.

Setting a time at "check_conn_cycle" specifies the interval at which the configured
connections are checked for errors. The status of the connection check is output at
STATUS_x and the alarm bits are set accordingly. As long as a defect is detected on the
connection, there is no attempt to send Modbus requests.

If the connection check detects that a defective connection could be re-established, the
future Modbus requests will also be sent via this connection again.
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6.4 Parameters of the MB_REDCIL function block

6.4 Parameters of the MB_REDCL function block
Parameter Decl. | Type Description Range of values | Init
db_param IN BLOCK_DB | Parameter DB, contains all connection and Modbus | Depends on CPU | Yes
data for this Modbus block instance
REG_KEY_DB IN BLOCK_DB | Data block with the registration key for licensing Depends on CPU | No
check_conn_cycle IN TIME Cycle time for the connection check with T#1s to Yes
AG_CNTRL T#24d20h31
m23s
use_all_conn IN BOOL Send frame via all configured connections TRUE Yes
Send frame via one connection FALSE
MONITOR IN TIME Monitoring time for data reception from link partner | T#20ms to No
T#24d20h31
m23s647ms
ENQ IN BOOL Job triggered on positive edge TRUE/FALSE No
UNIT IN BYTE Unit identifier 0to 255 No
B#16#0 to
B#16#FF
DATA_TYPE IN BYTE Data type to be processed No
Coils 1
Inputs 2
Holding register 3
Input register 4
START_ADDRESS |IN WORD MODBUS start address 0 to 65535 No
W#16#0000 to
W#16#FFFF
LENGTH IN WORD Number of values to be processed No
Coils
Read function 1 to 2000
Write function 1to 1968
Inputs
Read function 1 to 2000
Holding register
Read function 1to 125
Write function 110 123
Input register
Read function 1t0 125
WRITE_ READ IN BOOL Write access TRUE No
Read access FALSE
id 0_A OUT | WORD Connection ID for CPU/CPO0 according to the con- | 1 to 64 No
figuration in NetPro, read from the parameter DB W#16#1 to
W#16#40
id_1_A OuUT | WORD Connection ID for CPU/CP1 according to the con- | 0 to 64 No
figuration in NetPro, read from the parameter DB W#16#0 to
W#16#40
id_0_B OuUT | WORD Connection ID for CPU/CPO0 according to the con- | 0 to 64 No
figuration in NetPro, read from the parameter DB W#16#0 to
Only relevant with double-sided redundancy one- W#16#40
sided redundancy of the link partner
Redundant communication via the CP 443-1 in H-systems
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6.4 Parameters of the MB_REDCL function block

Parameter Decl. | Type Description Range of values | Init
id_1_B OuUT | WORD Connection ID for CPU/CP1 according to the con- | 0 to 64 No
figuration in NetPro, read from the parameter DB W#16#0 to
only relevant with double-sided redundancy W#16#40
LICENSED OuUT | BOOL License status of the block: No
Block is licensed TRUE
Block is not licensed FALSE
BUSY OUT | BOOL Processing status of the functions No
AG_LSEND or AG_LRECV
being processed TRUE
not being processed FALSE
DONE OuUT | BOOL TRUE: Activated job completed without errors on at | TRUE/FALSE No
least 1 connection
ERROR OUT |BOOL TRUE: An error has occurred on all connections TRUE/FALSE No
STATUS_OA OuUT | WORD Status for connection 0A 0 to FFFF No
STATUS_1A OuUT | WORD Status for connection 1A 0 to FFFF No
STATUS_OB OUT | WORD Status for connection 0B 0 to FFFF No
STATUS_1B OuUT | WORD Status for connection 1B 0 to FFFF No
IDENT_CODE OUT | STRING [18] | Identification for licensing. Request the license with | Character No
this identification string.
RedErrS7 OUT | BOOL TRUE: Loss of redundancy at the S7 end TRUE/FALSE No
RedErrDev OuUT | BOOL TRUE: Loss of redundancy at the communications | TRUE/FALSE No
partner end
TotComErr OuUT | BOOL TRUE: Complete communication failure TRUE/FALSE No
Init_Error OUT | BOOL TRUE: An error occurred during initialization. TRUE/FALSE No
Init_Status OuUT | WORD Status of initialization 0 to FFFF No
Init IN/ BOOL Initialization on a positive edge TRUE/FALSE No
ouT

General information
The parameters of FB MB_REDCL are divided into two groups:
® |nitialization parameters (written in lowercase)
® Runtime parameters (written in uppercase)

The initialization parameters are only evaluated and entered in the instance DB if there is a
positive edge at the "Init" parameter. The initialization parameters are identified with "Yes" in
the "INIT" column in the above table.

A change to the initialization parameters during operation has no effect. After changing these
parameters, e.g. in test mode, the instance DB (I-DB) needs to be re-initialized with Init =
TRUE.

Runtime parameters can be changed during cyclic operation. It does not make any sense to
change input parameters while a job is running. Preparations for the next job and the
associated changes to the parameters should only start after the previous job was ended
with DONE or ERROR.

The output parameters are displayed dynamically and are therefore only pending for 1 CPU
cycle. This means they have to be copied to other memory areas for further processing or
display in the variable table.
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6.4 Parameters of the MB_REDCIL function block

Ranges of values

db_param

With the ranges of values of the various parameters, CPU-specific restrictions may need to
be taken into account.

The db_param parameter contains the number of the MODBUS_HPARAM_CP data block.
The connection-specific and Modbus-specific parameters required for communication
between the CPU and the link partner are stored in this parameter data block.

The range of values for this parameter depends on the CPU. The DB number 0 is not
permitted because it is reserved for the system. The DB number is entered in plain text as
"DBxy". A separate parameter data block is necessary for each Modbus block instance.

check_conn_cycle

use_all_conn

MONITOR

REG_KEY_DB

ENQ
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This parameter specifies the interval at which the configured connections are checked with
AG_CNTRL. The time can be set in seconds, the default value is 30 seconds. The results of
the connection check are indicated at the STATUS outputs.

This parameter specifies via how many connections the Modbus requests will be sent. If
FALSE is set, the Modbus requests will only be sent via 1 connection. If the parameter is set
to TRUE, the Modbus requests will be sent via all configured connections.

The monitoring time MONITOR monitors the incoming data from the link partner on the
currently active connections. The minimum time that can be set is 20 ms. A monitoring time
of approximately 1.5 seconds is recommended.

The MONITOR time monitors the arrival of the complete response from the server. If the
monitoring time is exceeded, the activated job is ended with an error. The time is started
after the request has been sent and stopped after the response has been entirely received.

The block must be licensed on every CPU. With correct entry of the registration key in this
parameter, the block is licensed and MODBUS communication can be used without
restrictions. The number of the data block which contains the registration key is specified. It
is possible to enter several registration keys one under the other in the DB. The Modbus
block searches the DB for the suitable registration key. You can find additional information in

"

the section 'Licensing/(Page|31)".

The data transfer is initiated on a positive edge. The request is generated with the input
parameters UNIT, DATA_TYPE, START_ADDRESS, LENGTH and WRITE_READ. A new
job can only be started if the previous job has been completed with DONE or ERROR.
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UNIT

DATA_TYPE

6.4 Parameters of the MB_REDCL function block

This input needs to be set according to the requirements. The FB enters this value in the
request and checks the value when it receives the response.

It must be noted that some links partners expect a certain UNIT number.

With the UNIT number, different nodes downstream from a Modbus gateway can be
addressed.

The DATA_TYPE parameter indicates which MODBUS data type is processed with the
current request. The following values are permitted:

Coils B#16#1
Inputs B#16#2
Holding register B#16#3
Input register B#16#4

The data types are directly related to the used function codes.

Data type DATA_TYPE Function Length single_write Function code
Coils 1 read any irrelevant 1
Coils 1 write 1 TRUE 5
Coils 1 write 1 FALSE 15
Coils 1 write >1 irrelevant 15
Inputs 2 read any irrelevant

Holding register 3 read any irrelevant

Holding register 3 write 1 TRUE 6
Holding register 3 write 1 FALSE 16
Holding register 3 write >1 irrelevant 16
Input register 4 read any irrelevant 4

START_ADDRESS

LENGTH

The START_ADDRESS parameter determines the first MODBUS address that is written or
read.

The LENGTH parameter determines the number of MODBUS values that are written or read.

With read functions, a maximum of 125 registers are possible per request for holding and
input registers. For coils and inputs, a maximum of 2000 bits are possible. With write
functions, the maximum number of registers is 123 for holding registers and 1968 bits for
coils.

The registers or bit values processed with a request must be located within one DB.
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6.4 Parameters of the MB_REDCIL function block

WRITE_READ

This parameter defines whether a reading or writing function is to be performed. If the
input/output has the value FALSE, it is a read function. The value TRUE defines a write
function.

id_0_A, id_1_A, id_0_B, id_1_B

LICENSED

BUSY

DONE

ERROR
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A connection ID is assigned for each configured connection in STEP 7 (NetPro). The
connection ID uniquely describes the connection from the CPU via the CP to the link partner.

The number from the connection configuration in the parameter data block is displayed here.
id_0_A identifies the connection from CPO to the link partner/node A

id_1_A identifies the connection from CP1 to the link partner/node A

id_0_B identifies the connection from CPO to the link partner/node B

id_1_B identifies the connection from CP1 to the link partner/node B

The connection OA is the default connection and must be configured.

If the link partner is structured as a stand-alone station, only the parameters id_ 0_A and
id_1_A are required.

If this output is set to TRUE, the MODBUS block is licensed on this CPU. If the output has
the status FALSE, no or an incorrect license string was entered. You will find further

\n
)

information in the section Licensing (Page 31)".

If this output is set, AG_LSEND or AG_LRECV is active.

The activated job completed without errors on at least 1 connection. With a read function, the
response data from the server has already been entered in the DB; with a write function, the
response to the request was received from the server.

When this output is set, an error was detected on all active connections.
use_all_conn = FALSE:

In the case of a protocol error, ERROR is set immediately. In the case of a connection error,
all configured connections are checked and ERROR is only set when all connections have
problems.

use_all_conn = TRUE:
When this output is set, an error was detected on all configured connections.

The error numbers are indicated at the STATUS outputs.
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6.4 Parameters of the MB_REDCL function block

STATUS_OA, STATUS_1A, STATUS_0B, STATUS_1B

IDENT_CODE

RedEmrS7

RedErrDev

TotComErr

Init_Error

Init_Status

When ERROR is set, the STATUS_x outputs show the error number, if ERROR is not set
they show status information for the connection in question.

The error numbers and status information are described in the following section:
"Diagnostics |(Page 81)".

After the CPU has started up, an 18-character identification code with which the registration
key (REG_KEY) for MODBUS communication is requested is indicated at this parameter.

You can find additional information in the section "Licensing (Page 31)".

The output RedErrS7 = TRUE shows a redundancy error at the SIMATIC end.

With single-sided redundancy, this means that the connection from CPO or CP1 has failed.
With double-sided redundancy, both connections from CPO or both connections from CP1
have failed.

You will find further information in the section: Diagnostics messages via alarm bits
(Page 86).

The output RedErrDev = TRUE shows a redundancy error at the link partner end.

With single-sided redundancy this means that the connection from node point A to CPO or
CP1 has failed. With double-sided redundancy, both connections to node A or both
connections to node B of the link partner have failed.

You will find further information in the section: Diagnostics messages via alarm bits
(Page 86).

With TRUE, the output TotComErr shows complete loss of communication; in other words,
all configured connections are disrupted.

You will find further information in the section: Diagnostics messages via alarm bits
(Page 86).

If an error occurred during initialization, this is indicated by Init_Error = TRUE.

If Init_Error is set, the Init_Status output indicates the error number. The error numbers are
described in the following section: "Diagnostics|(Page|81)".
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6.5 Example of the address mapping

Init

6.5

The Modbus block is initialized on a positive edge at the Init parameter. The initialization can
only be performed when no job is currently running. This must be ensured with ENQ =
FALSE and BUSY = FALSE in the program.

The Init bit must not be set when CPUQ is in the STOP status. Otherwise error 8085 appears
from RDSYSST, since no serial number can be read out.

Note

At initialization, the configured connections are terminated and re-established.

Example of the address mapping

Interpretation of the MODBUS addresses

54

The MODBUS data model is based on a series of memory areas that have different
characteristics. These memory areas are distinguished in some systems, for example,
MODICON PLCs, by means of the register address or bit address. The holding register with
offset 0, for example, is referred to as register 40001 (memory type 4xxxx, reference 0001).

This often causes confusion because some manuals describe and mean the register
address of the application layer and others the register/bit address actually transferred in the
protocol.

In its parameters start_x and START_ADDRESS, FB MB_REDCL uses the actually
transferred MODBUS address. This means that register/bit addresses from 0000H to FFFFH
can be transferred with each function code.
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Example: Parameter assignment for the data areas

6.5 Example of the address mapping

Data area 1 data_type_1 B#16#3 Holding register
db_1 W#16#B DB 11
start_1 W#16#0 Start address: 0
end_1 W#16#1F3 End address: 499
Data area 2 data_type_2 B#16#3 Holding register
db_2 W#16#C DB 12
start_2 W#16#2D0 Start address: 720
end_2 W#16#384 End address: 900
Data area 3 data_type_3 B#16#1 Coils
db_3 W#16#D DB 13
start_3 W#16#280 Start address: 640
end_3 WH#H16#4E2 End address: 1250
Data area 4 data_type_4 B#16#0 Not used
db_4 0 0
start_4 0 0
end_4 0 0
Data area 5 data_type_5 B#16#0 Not used
db_5 0 0
start_5 0 0
end_5 0 0
Data area 6 data_type_6 B#16#0 Not used
db_6 0 0
start_6 0 0
end_6 0 0
Data area 7 data_type_7 B#16#0 Not used
db_7 0 0
start_7 0 0
end_7 0 0
Data area 8 data_type_8 B#16#0 Not used
db_8 0 0
start_8 0 0
end_8 0 0

Address mapping

The figure below shows a comparison of the SIMATIC memory areas with the register-

oriented and bit-oriented memory allocation of the MODBUS devices. The figure references

the parameter assignment described above.

In the MODBUS device: The MODBUS addresses shown in black relate to the data link
layer, those shown in gray the application layer.

In the SIMATIC: The SIMATIC addresses shown in black are the offset in the DB. In addition
to this, the Modus register numbers are shown in gray.
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6.5 Example of the address mapping
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SIMATIC

EHKOP/AWL/FUP - [DB13 -- "Coils A
{3} Datei Bearbeiten Einfligen Ziels

DEe-E & L B)

resse |Name Typ
0.0|Coils[640] <|mooL
0.1|coils[641] BOOL
0.2|Coils[642] BOOL
76.0|Coils[1248) BOOL
76.1|Coils[1249] BOOL
76.2|Coils[1250]  4{BOOL

HEKOP/AWL/FUP - [DB11 - "Holding Register
{3 Datei Bearbeiten Einfigen Zielsystem Test

DE5-E & % i > |

Adresse|Name Typ

0.0|Holding Register (0] - (WORD

2.0|Holding Register[l]

996.0|Holding Register[498] |[WORD
998.0|Holding_ Register[4593] ‘HORD

@KOP!AWLJFUP - [DB12 -- "Holding Register
{3} Datei Bearbeiten Einflgen Zielsystem TesH

DEe-H & & BRo |

0.0|Holding_Reg(720] 4 [WOMD |
2.0|Holding_Reg[721] WORD
4.0|Holding_Regl722] WORD
WORD
WORD
WORD
356.0[Holding Reg[898] iprH
358.0|Holding_Reg[899] WORD
360.0[Holding Reg(300] ~  |wORD

/

Modbus device

Coils (ab 00001)

0 00001
640 00641
641 00642
1250 01251
1700 01701
2300 02301
2301 02302

Input Register

(ab 30001)
Holding Register 0 20001
(ab 40001) 1 30002
0 40001 2 30003
1 40002
499 40500
500 40501
f ~
il Inputs (ab 10001)
0 10001
720 40721
1 10002
2 10003
900 40901
901 40902
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6.6 Data and standard functions used by the FB

6.6 Data and standard functions used by the FB

Instance DB

Local variables

Timers

Memory bits

The MB_REDCL function block saves its data in an instance DB. This instance DB is
generated by STEP 7 the first time the FB is called.

The instance data block contains parameters of the type Input, Output, Input/Output and
static variables it requires to run. These variables are retentive and remain valid between FB
calls. The internal execution of the FB is controlled by the variables.

Memory requirements of the instance DB:

Instance DB Work memory Load memory
MB_REDCL approx. 4 KB approx. 6 KB

120 bytes of local data are required for the FB. In addition to this, there is the local data of
the lower-level FB MB_CPCLI (28 bytes) and AG_CNTRL (178 bytes). This results in 326
bytes of local data for an FB MB_REDCL call.

The function block does not use any timers

The function block does not use any memory bits.

Standard FCs for data transfer

The function block uses the blocks AG_LSEND and AG_LRECV from the SIMATIC NET
library (CP 400) for the data transfer between CPU and CP.

In addition to this, AG_CNTRL from this library is used to reset and restart the connection if
an error occurs.

FB MB_REDCL has been tested and released with the following versions of the FCs:
e FC50 "AG_LSEND" version 3.1
e FC60 "AG_LRECV" version 3.1
e FC10 "AG_CNTRL" Version 1.0

MB_REDCL: SFCs for other functions

FB MB_REDCL uses the following SFCs from the standard library:
e SFB4 "TON"

e SFC20 "BLKMOV"

e SFC24 "TEST_DB"

e SFC51"RDSYSST"

e SFC52 "WR_USMSG"
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6.7 Renaming / rewiring functions and function blocks

MB_CPCLI: SFCs for other functions

FB MB_CPCLI uses the following SFCs from the standard library:
e SFC20 "BLKMOV"

e SFC24 "TEST_DB"

e SFB4 "TON"

Additional information

6.7

Objective

Rewiring

58

The parameter Tl is kept by the MB_REDCL block internally and incremented by 1 with each
new job.

Error 8304: When the connection from the CP to the link partner is interrupted, this is
detected by the CP and saved as error code 8304.

If a communications job is started, the error code 8304 is output first since this is still stored -
even if the connection is re-established. This is a system property of the CP.

When the MODBUS block outputs ERROR = TRUE and STATUS = 8304, the
communications job should be restarted.

The time in which a loss of connection can be detected is determined by the Keep Alive
Time parameter. You will find this parameter in the properties of the CP in HW Config.

Renaming / rewiring functions and function blocks

If the numbers of the standard functions are already being used in your project or the
number range is reserved for other applications (e.g. in CFC), you can rewire the internally
called functions FC50, FC60 or FC10. The MB_REDCL block is BlockPrivacy protected. This
prevents the internally called block, MB_CPCLI, from being rewired.

The system functions SFC20, SFC24, SFC51 and SFC52 and the system function block
SFB4 cannot be renamed/rewired.

It is not possible to rewire the blocks in the library itself. To rewire, copy the blocks from the
Modbus/TCP library and all lower-level blocks from the SIMATIC NET library into a new
project.

Now proceed as follows:
1. Call up information about the addresses used with "Options > Reference Data > Display".
2. Set the address priority in the object properties of the block folder to "Absolute value".

3. Inthe SIMATIC Manager, select the "Options > Rewire" function to rewire the addresses
into the unused range.

4. To be able to continue using symbols in diagnostics tools, update the symbol table with
the changes.

If you want to check the changes, select "Options >Reference Data >Display".
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71 Configuring the redundant communication

General information

The CP is the server when the remote partner initiates the reading or writing of the data from
or to the S7.

The communications partner of the H system can be stand-alone or also redundantly
structured (redundancy single-sided or double-sided).

Single-sided redundancy Double-sided redundancy
|H Single-sided (Server) |H Double-siced (Server)
o | CPU A DOF MPLIDP|CP CPU DOF MPLDP|CP » | =311} :DF TMPLUDP TP Cpu :I:IP T+MPLDP | P
F I i) ' [Tl EETEIAN ' [T=3] L. :11‘«-‘: LI=gl] :‘H-i: ' 31
H B H B i i H H
‘m m |m 'm m m ‘m m |m ‘W m m
D 1 i 1
Switch Switch
A A |B
| |Other station (Client] | |©Other station(Client] ‘
| ] | ]

Configuration in HW Config

When configuring the hardware in HW Config, CP0O and CP1 receive different input
addresses and different IP addresses so that they can be addressed uniquely in the S7
program or by communications partners.

Configuration in NetPro

For every possible connection between the communications partners, 1 connection must be
configured in NetPro.

With single-sided redundancy, 1 connection is created for CPUO/CPO0 and 1 connection for
CPU1/CP1:

® Connection from CPUO/CPO to partner => connection 0A

® Connection from CPU1/CP1 to partner => connection 1A
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7.1 Configuring the redundant communication

With double-sided redundancy, 2 connections are created for CPUO/CPO and 2 connections
for CPU1/CP1:

® Connection from CPUO/CPO to partner/node A => connection 0A
® Connection from CPU1/CP1 to partner/node A => connection 1A
® Connection from CPUOQ/CPO to partner/node B => connection 0B
® Connection from CPU1/CP1 to partner/node B => connection 1B
The figures in the following examples illustrate the connection identifiers graphically.

During connection configuration care must be taken that for the connection endpoints (S7:
CPO0O and CP1, partner: Node A and node B), there must be at least 1 distinguishing
characteristic for the addressing: either the IP address or the port number.

CPO and CP1 always receive different IP addresses during configuration. For this reason,
during connection configuration the same port numbers can be used for both CPs. If the
communications partner only has 1 IP address, a different port number must be used for
each connection.

The Modbus server is usually addressed via port number 502; the Modbus client uses a port
number starting at 2000.

Incorrect entry of the port numbers (e.g. identical entry of a port number) is recognized by
NetPro when you close the configuration dialog.

Example: Single-sided redundancy

60

An example of configuration in NetPro for single-sided redundancy is shown in the following
figure:

| ST is server
i | [ JI} :DF :I.IFI."DF CRHE-1 JCrU :DF :I.IFI."DF CRE
i [ qoooso|ettl b 10005t
mm | m ‘mE | m
a2 502

0A 1A

2000 2001

10.0.0.60
partner is client

The S7 station has the IP addresses 10.0.0.50 and 10.0.0.51 and can be addressed with the
port number 502 via both connections.

The partner station has the IP address 10.0.0.60 and must use 2 different port numbers for
both connections: 2000 und 2001.
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7.2 Using connectfions on port 502

Example: Double-sided redundancy

An example of configuration in NetPro for double-sided redundancy is shown in the following
figure:

87 is server
i | CPU OF MPLDP|CRUE1 JCPU  DP  MPLDP SR
| i ! i .
LY ooyt L ooost
moE m 'HE | m
502] 503 50;/ 503

0A 0 A 1B

2000) 2001 2000, |2001
10.0.0.60 10.0.081
partner is client
| [ [

The S7 station has the IP addresses 10.0.0.50 and 10.0.0.51. For the access from node A of
the link partner port number 502 can be used both for CP0 and CP1 because the IP
addresses of the two CPs are different (connection 0A and 1A).

For access from node B of the link partner, the same port number can also be used for both
CPs: 503 (connection 0B and 1B).

The partner station has the IP addresses 10.0.0.60 and 10.0.0.61. For access to the CPO of
the S7, node A and node B can use the same port number: 2000 (connection 0A and 0B).
For access to the CP1 of the S7, they can also use the same port number: 2001 (connection
1A and 1B).

7.2 Using connections on port 502

Some CPs can multiplex TCP connections. This means that several Modbus/TCP clients can
connect to port 502 of the CP. The CP acts as a Modbus/TCP server.

This is where you can find information about the technical specifications for the SIMATIC
Modbus/TCP blocks and learn which CPUs and CPs have been released: Technical
specifications of the Modbus/TCP blocks
(http://support.automation.siemens.com/WW/view/en/104946406)

Requirements

To be able to use this function, the following settings need to be made in the connection
parameter assignment in NetPro:

e CPis server
® Port 502 as local port

® Passive connection establishment

Note

Note that only 1 connection is configured in NetPro regardless of how many clients access
the CP as a server.
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7.2 Using connections on port 502

Number of connections

Via port 502, the CP can communicate with a maximum of 4 clients at any one time.

Special case "Use of multiport 502 with double-sided redundancy"”.

With redundancy on both sides, 2 connections per CP are normally created in NetPro: 0A
and OB as well as 1A and 1B. When configuration is performed in the wizard, the parameter
DB is also created with redundancy on both sides.

When using the multiport, i.e. when both clients access the CP via port 502, only one
connection per CP is created in NetPro: 0(A/B) and 1(A/B). For this reason, set one-sided
redundancy in the wizard during configuration by selecting the "S7 is redundant" check box.

Displaying the status of the connection

Both in NetPro online and in the special diagnostics of the CP, the status of the connection
can be displayed.

Since only 1 connection is configured in NetPro, the display represents the status of all TCP
connections to the various clients.

If no client has yet established a connection, "Passive connection establishment in progress"
is displayed. As soon as a client has established a connection, "Connection established" is
displayed. It is not possible to determine how many clients are currently connected to the
CP.

Response to errors

In certain error situations, the CP needs to terminate and then re-establish the connection to
be able to return to the initial state. This action is handled by the Modbus block. All existing
connections via port 502 are then terminated.

Tips for the user program

If there are multiple connections via port 502, it is not possible to differentiate in the user
program which client sent the current Modbus/TCP request. If the clients use different UNIT
numbers, a distinction can be made by evaluating these in the program.
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7.3 How FB MB_REDSV works

7.3 How FB MB_REDSV works

General information

Tasks of the FB

Calling the FB

It is also possible to operate an H station as a Modbus client and Modbus server at the same
time. To do this, the relevant blocks for the client and server must be called and the required
connections created in NetPro. For every redundant connection group - consisting of 2
connections (single-sided redundancy) or 4 connections (double-sided redundancy) - the
Modbus block may only be called once.

In other words, if the H station is intended to operate as client and server in single-sided
redundancy, 2 connections for the server block and 2 connections for the client block must
be created in NetPro. If the H station is intended to operate in double-sided redundancy, 4
connections must be created for the client block and 4 connections for the server block.

In terms of the library, there is no limitation regarding the maximum number of Modbus
blocks running at the same time. The number of available connection resources is limited for
a CPU and CP. You can find the required information on the Internet at Number of devices
on an S7-300/S7-400 with Modbus/TCP
(https://support.industry.siemens.com/cs/ww/en/view/103709646).

The MB_REDSYV block calls the MB_CPSRYV block several times internally and handles the
coordination of the MB_CPSRYV calls of the different connections.

The MB_CPSRY block performs the following tasks:

® Monitoring of all configured connections with AG_CNTRL

e (Calling the standard functions for data transfer between CPU and CP
® Generating Modbus-specific telegram header when sending

® Checking the MODBUS-specific telegram header when receiving

e Checking if the data areas addressed by the client exist

® Generating exception telegrams if an error has occurred

Exception Meaning
code
1 The sent function code is not supported.
2 There was access to an address that is non-existent or is not permitted.
3 An invalid length was specified for this function code.

e Data transfer from/to the set DB

® Time monitoring of the receipt of data

The function block must be called in a cyclic OB.
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7.3 How FB MB_REDSV works

Online Help

Initialization

For the MB_REDSYV function block, there is a block online help available in the SIMATIC
Manager. By selecting the block and pressing the "F1" key, the online help with the most
important information on the module opens.

The MB_REDSYV function block is initialized with a positive edge at the "Init" input. The
initialization parameters must be assigned according to the plant configuration. They are
checked for plausibility and entered in the instance DB. During the initialization, the
parameter DB is evaluated and the parameter assignment is applied in the instance DB.

If a positive edge is detected at the "Init" parameter, the actions described above are carried
out. If it was possible to complete the check without error, "Init_Error" and "Init_Status"
display O.

If errors occurred during the check, this is displayed at the "Init_Error" and "Init_Status"
outputs. As long as an Init error is pending, no Modbus/TCP communication is possible via
the block. The Init error must be corrected first. The values at "Init_Error" and "Init_Status"
are reset at the next positive edge and are assigned the latest values after a new check.

The "Init" input parameter is reset once the check is completed.

The runtime parameters are not evaluated during the initialization.

Cyclic operation of the FB

Activating the FB

64

In cyclic operation, FB MB_REDSYV is called e.g. in OB 35. The block functions are activated
based on the runtime parameters.

In cyclic mode, the initialization parameters are not evaluated.

After restarting the H system the error code 80B2 can be displayed once for the connection
of the reserve CPU. This is a system property of the H system.

With a positive level at the ENR trigger input, the FB is ready to receive a request from the
client. The server is passive at this stage.

If ENR = TRUE, all configured connections are active and ready to receive. There is no
switchover between the connections. The client can optionally send only via 1 or all
connections. The received requests are checked. If the check is successful, the response is
generated and sent. The user is informed about the completed data transfer by setting the
NDR_x bit for the relevant connection.

A request with an error results in an error message. The ERROR bit of the connection is set
and the error number is indicated in the STATUS_x parameter. Depending on the type of
error, the request from the client is replied to either with an exception telegram or no
response is sent to the client.
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7.3 How FB MB_REDSV works

Instance DB: Information on the request of the client

With each request of the client, the values of the executed job are saved in the I-DB of the
server in an information block. When necessary they can be read out in the user program.
The following values are stored temporarily in the I-DB for every connection and are valid if

NDR = TRUE:
Address in the | Tag name Description
I-DB for con-
nection 0A
DBX 80.0 CONNECTION[1].WRITE_READ TRUE: Writing in S7
FALSE: Reading from S7
DBB 81 CONNECTION[1].UNIT Unit number
DBB 82 CONNECTION[1].DATA_TYPE Addressed data type
1: Coils
2: Inputs
3: Holding register
4: Input register
DBW 84 CONNECTION[1].START_ADDRESS Start address
DBW 86 CONNECTION[1].LENGTH Number of processed registers / bits
DBW 88 CONNECTION[1].TI Transaction identifier (sequential number)
DBD 90 CONNECTION[1].Cnt_NDR Counter for jobs processed error-free
DBD 94 CONNECTION[1].Cnt_ ERROR Counter for detected errors

For the connection 1A (CONNECTION][2]), the information block begins at address DBX 114.0.
For the connection 0B (CONNECTION][3]), the information block begins at address DBX 148.0.
For the connection 1B (CONNECTION[4]), the information block begins at address DBX 182.0.

Data transfer CPU - CP

Data is transferred between the CP and CPU using the standard blocks AG_LSEND and
AG_LRECV.

When a request is received from the client, the FB calls the standard blocks for the CP in the
required order and number.

TCP/IP with CP443-1

TCP/IP with CP 443-1 runs via static connections. The TCP connection is not terminated
during error-free operation.

Due to this system property in unfavorable situations with certain error situations
synchronization may be lost. If a loss of synchronization is detected, the connection is
terminated and re-established with AG_CNTRL.

Connection termination by the communications partner

When the TCP connection is terminated by the communication partner, the next requests
can only be received after 1 second due to system properties. This delay time is
implemented by the function block.

Redundant communication via the CP 443-1 in H-systems
Programming Manual, 03/2018, A5E36465068-AC 65



Function block MB_REDSV — Modbus server

7.4 Connection monitoring with AG_CNTRL

Programming error OB121
If the Modbus block is not yet licensed for this CPU, OB121 is called.

AWARN ING

If OB121 is missing in the controller, the CPU is set to STOP.

7.4 Connection monitoring with AG_CNTRL

Connection check

The MB_REDSYV block detects a connection error when the communications functions
AG_LSEND/AG_LRECYV report an error in the data transfer. Disrupted connections are

marked internally by the FB accordingly and are not used as long as the fault is present.

The connection check detects the AG_CNTRL function when a connection is available again.
The "check_conn_cycle" parameter defines the time interval at which a check of the
configured connections is performed.

The status of the connection check is output at STATUS_x and the alarm bits are updated
accordingly.

7.5 Parameters of the MB_REDSYV function block
Parameter Decl. | Type Description Range of values Init
db_param IN BLOCK_DB | Parameter DB, contains all connection and Mod- | Depends on CPU Yes
bus data for this Modbus block instance
REG_KEY_DB IN BLOCK_DB | Data block with the registration key for licensing | Depends on CPU No
check_conn_cycle | IN TIME Cycle time for the connection check with T#1s to Yes
AG_CNTRL T#24d20h31m23s
MONITOR IN TIME Monitoring time for data reception from link part- | T#20ms to No
ner T#+24d20h31m23s6
47ms
ENR IN BOOL Ready to receive if positive level TRUE/FALSE No
id 0_A OUT | WORD Connection ID for CPU/CPO0 according to the con- | 1 to 64 No
figuration in NetPro, read from the parameter DB | W#16#1 to W#16#40
id 1_A OUT | WORD Connection ID for CPU/CP1 according to the con- | 0 to 64 No
figuration in NetPro, read from the parameter DB | W#16#0 to W#16#40
id_0_B OUT | WORD Connection ID for CPU/CPO0 according to the con- | 0 to 64 No
figuration in NetPro, read from the parameter DB | W#16#0 to W#16#40
Only relevant with double-sided redundancy one-
sided redundancy of the link partner
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7.5 Parameters of the MB_REDSYV function block

Parameter Decl. | Type Description Range of values Init
id_ 1B OUT | WORD Connection ID for CPU/CP1 according to the con- | 0 to 64 No
figuration in NetPro, read from the parameter DB | W#16#0 to W#16#40
only relevant with double-sided redundancy
LICENSED OuUT | BOOL License status of the block: No
Block is licensed TRUE
Block is not licensed FALSE
BUSY OUT |BOOL Processing status of the functions No
AG_LSEND or AG_LRECV
being processed TRUE
not being processed FALSE
NDR_OA OuUT | BOOL TRUE: The request of the client was executed on | TRUE/FALSE No
connection OA and responded to
ERROR_0OA OUT |BOOL TRUE: An error has occurred on connection 0A. | TRUE/FALSE No
STATUS_OA OuUT | WORD Status for connection 0A 0 to FFFF No
NDR_1A OUT |BOOL TRUE: the request of the client was executed on | TRUE/FALSE No
connection 1A and responded to
ERROR_1A OUT |BOOL TRUE: An error has occurred on connection 1A. | TRUE/FALSE No
STATUS_1A OUT | WORD Status for connection 1A 0 to FFFF No
NDR_0B OUT |BOOL TRUE: the request of the client was executed on | TRUE/FALSE No
connection OB and responded to
ERROR_0B OUT |BOOL TRUE: An error has occurred on connection 0B. | TRUE/FALSE No
STATUS_OB OuUT | WORD Status for connection OB 0 to FFFF No
NDR_1B OuUT | BOOL TRUE: the request of the client was executed on | TRUE/FALSE No
connection 1B and responded to
ERROR_1B OUT |BOOL TRUE: An error has occurred on connection 1B. | TRUE/FALSE No
STATUS_1B OuUT | WORD Status for connection 1B 0 to FFFF No
IDENT_CODE OUT | STRING [18] | Identification for licensing. Request the license Character No
with this identification string.
RedErrS7 OuUT | BOOL TRUE: Loss of redundancy at the S7 end TRUE/FALSE No
RedErrDev OuUT | BOOL TRUE: Loss of redundancy at the communica- TRUE/FALSE No
tions partner end
TotComErr OuUT | BOOL TRUE: Complete communication failure TRUE/FALSE No
Init_Error OUT |BOOL TRUE: An error occurred during initialization. TRUE/FALSE No
Init_Status OUT | WORD Status of initialization 0 to FFFF No
Init IN/ BOOL Initialization on a positive edge TRUE/FALSE No
ouT

General information

The parameters of FB MB_REDSYV are divided into two groups:

® |nitialization parameters (written in lowercase)

® Runtime parameters (written in uppercase)

The initialization parameters are only evaluated and entered in the instance DB if there is a
positive edge at the "Init". The initialization parameters are identified with "Yes" in the "INIT"
column in the above table.
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7.5 Parameters of the MB_REDSYV function block

A change to the initialization parameters during operation has no effect. After changing these
parameters, e.g. in test mode, the instance DB (I-DB) needs to be re-initialized with Init =
TRUE.

Runtime parameters can be changed during cyclic operation. It does not make any sense to
change input parameters while a job is running.

The output parameters are displayed dynamically and are therefore only pending for 1 CPU
cycle. This means they have to be copied to other memory areas for further processing or
display in the variable table.

Ranges of values

db_param

REG_KEY_DB

With the ranges of values of the various parameters, CPU-specific restrictions may need to
be taken into account.

The db_param parameter contains the number of the MODBUS_HPARAM_CP data block.
The connection-specific and Modbus-specific parameters required for communication
between the CPU and the link partner are stored in this parameter data block.

The range of values for this parameter depends on the CPU. The DB number 0 is not
permitted because it is reserved for the system. The DB number is entered in plain text as
"DBxy". A separate parameter data block is necessary for each Modbus block instance.

The block must be licensed on every CPU. With correct entry of the registration key in this
parameter, the block is licensed and MODBUS communication can be used without
restrictions. The number of the data block which contains the registration key is specified.
The DB number is entered in plain text as "DBxy". It is possible to enter several registration
keys one under the other in the DB. The Modbus block searches the DB for the suitable
registration key.

You will find further information in the section "Licensing"

check_conn_cycle

MONITOR
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This parameter specifies the interval at which the configured connections are checked with
AG_CNTRL. The time can be set in seconds, the default value is 30 seconds. The results of
the connection check are indicated at the STATUS outputs.

The monitoring time MONITOR monitors the incoming data from the link partner on the
currently active connections. The minimum time that can be set is 20 ms. A monitoring time
of approximately 1.5 seconds is recommended.

The input of the second part of the frame is monitored with the MONITOR time. If the
monitoring time is exceeded, an error is reported. The time is started after receipt of the
MODBUS-specific telegram header and stopped after the request has been entirely
received.
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7.5 Parameters of the MB_REDSYV function block

ENR

With a positive level at the input, the FB is activated. Requests from the client can be
received. If the input is not set, the data is fetched from the CP and discarded. All configured
connections are listened to and incoming requests are processed.

When configured as a server, ENR = TRUE must not be initialized, otherwise an error
message is displayed at init_error and init_status.

id_O_A, id_1_A, id_0_B, id_1_B

A connection ID is assigned for each configured connection in STEP 7 (NetPro). The
connection ID uniquely describes the connection from the CPU via the CP to the link partner.

The number from the connection configuration is displayed here.
id_O_A identifies the connection from CPO to the link partner/node A
id_1_A identifies the connection from CP1 to the link partner/node A
id_0_B identifies the connection from CPO to the link partner/node B
id_1_B identifies the connection from CP1 to the link partner/node B
The connection OA is the default connection and must be configured.

If the link partner is structured as a stand-alone station, only the parameters id_ 0_A and
id_1_A are required.

LICENSED
If this output is set to TRUE, the MODBUS block is licensed on this CPU. If the output has
the status FALSE, no or an incorrect license string was entered. You can find additional
information in the section "Licensing|(Page|31)".

BUSY

If this output is set, AG_LSEND or AG_LRECV is active.

NDR_OA, NDR_1A, NDR_0B, NDR_1B

The output indicates error-free completed data exchange with the client on this connection.

ERROR_OA, ERROR_1A, ERROR_0B, ERROR_1B

When this output is set, an error was detected in a request from the client or when sending
the response on this connection. The corresponding error number is indicated at the
STATUS_x output.

STATUS_OA, STATUS_1A, STATUS_0B, STATUS_1B

When ERROR s set, the STATUS_x outputs show the error number, if ERROR is not set
they show status information for the connection in question.

The error numbers and status information are described in the following section: Diagnostics
(Page 81).
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7.5 Parameters of the MB_REDSYV function block

IDENT_CODE

RedEmrS7

RedErrDev

TotComErr

Init_Error

Init_Status
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After the CPU has started up, an 18-character identification code with which the registration
key (REG_KEY) for MODBUS communication is requested is indicated at this parameter.

You will find further information in the following section:|Licensing (Page 31).

The output RedErrS7 = TRUE shows a redundancy error at the SIMATIC end.

With single-sided redundancy, this means that the connection from CPO or CP1 has failed.
With double-sided redundancy, both connections from CPO or both connections from CP1
have failed.

You will find further information in the following section:| Diagnostics messages via alarm bits
(Page 86).

The output RedErrDev = TRUE shows a redundancy error at the link partner end.

With single-sided redundancy this means that the connection from node point A to CPO or
CP1 has failed. With double-sided redundancy, both connections to node A or both
connections to node B of the link partner have failed.

You will find further information in the section: Diagnostics messages via alarm bits
(Page 86).

With TRUE, the output TotComErr shows complete loss of communication; in other words,
all configured connections are disrupted.

You will find further information in the section: Diagnostics messages via alarm bits
(Page 86).

If an error occurred during initialization, this is indicated by Init_Error = TRUE.

If Init_Error is set, the Init_Status output indicates the error number. The error numbers are
described in the following section:|Diagnostics (Page 81).
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7.6 Example of the address mapping

Init

The Modbus block is initialized on a positive edge at the Init parameter. The initialization can
only be performed when no job is currently running. The client must not send a request
during this time. ENR must be set to FALSE.

The Init bit must not be set when CPUQ is in the STOP status. Otherwise error 8085 appears
from RDSYSST, since no serial number can be read out.

Note

At initialization, the configured connections are terminated and re-established.

7.6 Example of the address mapping

Interpretation of the MODBUS addresses

The MODBUS data model is based on a series of memory areas that have different
characteristics. These memory areas are distinguished in some systems, for example,
MODICON PLCs, by means of the register address or bit address. The holding register with
offset 0, for example, is referred to as register 40001 (memory type 4xxxx, reference 0001).

This often causes confusion because some manuals describe and mean the register
address of the application layer and others the register/bit address actually transferred in the
protocol.

In its parameters start_x and START_ADDRESS, FB MB_REDSV uses the actually
transferred MODBUS address. This means that register/bit addresses from 0000H to FFFFH
can be transferred with each function code.
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7.6 Example of the address mapping

Example: Parameter assignment for the data areas

Data area 1 data_type_1 B#16#3 Holding register
db_1 W#16#B DB 11
start_1 W#16#0 Start address: 0
end_1 W#16#1F3 End address: 499
Data area 2 data_type_2 B#16#3 Holding register
db_2 W#16#C DB 12
start_2 W#16#2D0 Start address: 720
end_2 W#16#384 End address: 900
Data area 3 data_type_3 B#16#1 Coils
db_3 W#16#D DB 13
start_3 W#16#280 Start address: 640
end_3 WH#H16#4E2 End address: 1250
Data area 4 data_type_4 B#16#0 Not used
db_4 0 0
start_4 0 0
end_4 0 0
Data area 5 data_type_5 B#16#0 Not used
db_5 0 0
start_5 0 0
end_5 0 0
Data area 6 data_type_6 B#16#0 Not used
db_6 0 0
start_6 0 0
end_6 0 0
Data area 7 data_type_7 B#16#0 Not used
db_7 0 0
start_7 0 0
end_7 0 0
Data area 8 data_type_8 B#16#0 Not used
db_8 0 0
start_8 0 0
end_8 0 0

Address mapping

The figure below shows a comparison of the SIMATIC memory areas with the register-
oriented and bit-oriented memory allocation of the MODBUS devices. The figure references

the parameter assignment described above.

In the MODBUS device: The MODBUS addresses shown in black relate to the data link
layer, those shown in gray the application layer.

In the SIMATIC: The SIMATIC addresses shown in black are the offset in the DB. In addition

to this, the Modus register numbers are shown in gray.
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7.6 Example of the address mapping

SIMATIC Modbus device
EHKOP/AWL/FUP - [DB13 -- "Coils A
i} Datei Bearbeiten Einfiigen Ziels Coils (ab 00001)
> Q. EE -
DS & 4 2R 0 00001
resse |Name Typ
0.0|coils(640] < Iso0L
e | -
0.1|coils(641] BOOL > 640 00641
0.2|Coils[642] BOOL 641 00642
> 1250 01251
76.0|Coils[1248] BOOL /
76.1|Coils[1249] BOOL )
1700 01701
76.2|Coils[1250]  4{E0OL

2300 02301
2301 02302

HEKOP/AWL/FUP - [DB11 -- "Holding Register
{3 Datei Bearbeiten Einfigen Zielsystem Test

D25 & %l > |

Input Register

Adresse|Name Typ (ab 30001)
0.0|Holding Register (0] - (WORD .
2.0|Holding Register([l] Holding Register 0 30001
WORD S| (ab 40001) 1 30002

996.0|Holding_Register [498] |WORD \*
998.0|Holding_ Register([499] ‘HORD 0 40001 2 30003
\ 1 40002
™~
A 499 40500

@KOP!AWLJFUP - [DB12 -- "Holding Register 500 40501
{3} Datei Bearbeiten EinfUgen Zielsystem TesH 501 40502

Inputs (ab 10001)

DEe-d & & BR|o |

=rm 3 " 0 10001
| b
0.0[Holding_Reg(720] <4—[WomD | i 1 10002
2.0|Holding_Reg[721] WORD . P
4.0|Holding_Reg[722] WORD . b
— /x 900 40901
WORD / 901 40902
WORD
356.0[Holding Reg[898] iprH
358.0|Holding_Req[899] WORD
360.0[Holding Reg(900]  ~  |wORD
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7.7 Data and standard functions used by the FB

7.7 Data and standard functions used by the FB

Instance DB

Local variables

Timers

Memory bits

The MB_REDSV function block saves its data in an instance DB. This instance DB is
generated by STEP 7 the first time the FB is called.

The instance data block contains parameters of the type Input, Output, Input/Output and
static variables it requires to run. These variables are retentive and remain valid between FB
calls. The internal execution of the FB is controlled by the variables.

Memory requirements of the instance DB:

Instance DB Work memory Load memory
MB_REDSV approx. 4 KB approx. 6 KB

136 bytes of local data are required for the FB. In addition to this, there is the local data of
the lower-level FB MB_CPSRYV (30 bytes) and AG_CNTRL (178 bytes). This results in 344
bytes of local data for an FB MB_REDSV call.

The function block does not use any timers

The function block does not use any memory bits.

Standard FCs for data transfer

The function block uses the blocks AG_LSEND and AG_LRECYV from the SIMATIC NET
library -> CP 400 for the data transfer between CPU and CP.

In addition to this, AG_CNTRL from the same library is used to reset and restart the
connection if an error occurs.

FB MB_REDSV has been tested and released with the following versions of the FCs:
e FC50 "AG_LSEND" version 3.1
e FC60 "AG_LRECV" version 3.1
® FC10 "AG_CNTRL" Version 1.0

SFCs for other functions

74

FB MB_REDSYV uses the following SFCs from the standard library:
e SFB4 "TON"

e SFC20 "BLKMOV"

e SFC24 "TEST_DB"

e SFC51"RDSYSST"

e SFC52 "WR_USMSG"
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7.8 Renaming / rewiring functions and function blocks

MB_CPSRV: SFCs for other functions
FB MB_CPSRYV uses the following SFCs from the standard library:
e SFC20 "BLKMOV"
e SFC24 "TEST_DB"
e SFB4 "TON"

Additional information

The time in which a loss of connection can be detected is determined by the Keep Alive
Time parameter. You will find this parameter in the properties of the CP in HW Config.

7.8 Renaming / rewiring functions and function blocks

Objective

If the numbers of the standard functions are already being used in your project or the
number range is reserved for other applications (e.g. in CFC), you can rewire the internally
called functions FC50, FC60 or FC10. The MB_REDSYV block is BlockPrivacy protected. This
prevents the internally called block, MB_CPSRYV, from being rewired.

The system functions SFC20, SFC24, SFC51 and SFC52 and the system function block
SFB4 cannot be renamed/rewired.

Rewiring

It is not possible to rewire the blocks in the library itself. To rewire, copy the blocks from the
Modbus/TCP library and all lower-level blocks from the SIMATIC NET library into a new
project.

Now proceed as follows:
1. Call up information about the addresses used with "Options > Reference Data > Display".
2. Set the address priority in the object properties of the block folder to "Absolute value".

3. In the SIMATIC Manager, select the "Options > Rewire" function to rewire the addresses
into the unused range.

4. To be able to continue using symbols in diagnostics tools, update the symbol table with
the changes.

If you want to check the changes, select "Options >Reference Data >Display".
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7.8 Renaming / rewiring functions and function blocks
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8.1 Support in CFC

General

To support configuration in CFC, it is possible to configure the Modbus values not using
global DBs but using "data collector FBs". In this case, the send and receive buffers for the
values are dragged to the CFC chart.

Application- example

The data collector FBs are placed in the CFC chart. The "IDB" output is connected to the DB
parameters db_1 to db_8 in the parameter data block. The Modbus values can subsequently
be interconnected directly from the channel blocks with the data collector FB.

3
B _TH bl
16#0—REG @ 1DE “E_HPARAN_CP_DoubleRed® . db_d DE4._db_1
16#0—REG_4
1640—{REG_2
1E#0—RFG 3 +
16#0—|REG 4 ME_ouT L ’m
16#0—{ REG_S 5.6
1640 —|REG & EEG @[
16#0—REG_7 REG_4—
16#0—{REG_& REG 2 [—
16#0—REG 3 REG 8
1640 REG_40 REG_% [
16#0—REG_44 REG_5[—
16#0—REE 42 EEG &
16#0— REG_43 REG_7 [
1640 REG_44 REG_&[—
16#0—REG_45 REG 3 —
16#0—{REG_46 REG_40 [—
16#0—REG_47 REG_44 [—
640 —|REG 18 EEG 12—
16#0—REG_43 REG_43 [—
REG 14—
REG 45—
REG_16 [—
REG_17 [~
REG 45—
REG_43—
1DE ["E_HPARAN_CF_DoublsRad® .db_3 064 db_3
2
ME_IH_E
6—BIT @ IDE [ME_HPARAN_CP_DoublsRed® .db_7 OB4.db_7
©—BIT_4
©—[BIT_2
B—EIT 3
©—BIT ¢+
©@—BIT_5
B—BIT &
©6—BIT_7
6—BIT_&
©@—BIT &
E—BIT_48
@—[BIT_44
B—BIT 42
©—[BIT_43
E—[BIT_14
B—EIT a5
©—BIT_46
©—[BIT_47
B—BIT_45
@—BIT_43

You can find the additional blocks and a detailed description on the Internet
(http://support.automation.siemens.com/WW/view/en/62830463).
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8.2 Job list for cyclic data exchange

8.2 Job list for cyclic data exchange

General

With the Job_List block parameters can be set for a list of jobs that is worked through

cyclically.

Application example

MB_REDCL
MB_REDCL

o) DONE_Counter
171 lcTo

2

Job_List_SCL

Job_List

0B35|
[Upwards counter 13

ERROR Counter
= 0B3|
[Upwards counter 14
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Save_STATUS
Save_STATUS

You can find the additional block and a detailed description on the Internet
(https://support.industry.siemens.com/cs/ww/en/view/62830463).
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Use in an S7-300 station 9

General

The "Modbus/TCP CP Redundant" package can also be operated in an S7-300 station with
2 CPs. The description of the functions and parameters in the preceding and following
sections apply analogously for the use in an S7-300.

Single-sided (Client .
|CPTQFE: SLPE CI:F i [MW) |Cther station(Server?)
il 382 ! ETLE EHR T

LI L]

2 'R mm

2 2

Usable modules for MB_REDCL and MB_REDSV

Only 300 CPUs can be used that provide enough local data per priority class (=> section|6.6
(Page|57) and section|7.7 (Page|74)).

With the AG_CNTRL block from the SIMATIC_NET library, it is possible to terminate and re-
establish an existing connection. To be able to use the resources of the CPU/CP more
effectively, this block was also included in the Modbus blocks. The older CPs or older
firmware versions, however, do not support this AG_CNTRL. You will find information about
which CP supports AG_CNTRL with which firmware version here: Ethernet CP and
AG_CNTRL (https://support.industry.siemens.com/cs/ww/en/view/33414377).

Modbus blocks for S7-300

The installed library "Modbus_TCP_CP_Red300_400" contains the folders "S7 300 Client"
and "S7 300 Server" with the blocks for the S7-300.

& Modbus_TCP_CP_Red300 400 {(Component view) -- C:\Program Files (6)\..\57libs\Modbus_TCP_CP_Red300 400 | = | =

=2 Modbus_TCP_CP_Red300 400 | Objsct name | Symbolic name | Created in langu... | Tvpe | Version [Header]

G-{3) Parameter data blacks Z3FE302  ME_CPCL SCL Furction Block 40

-1 57 300 Client ZFBINY  ME_REDCL ENCRYPT Function Black 40

: O DB3 LICEMSE_DE DB Data Black 01

[-{=7] 57 300 Server

({2 57 400 Client

[-{57] 57 400 Server

< 1T 3

Copy the blocks to your project and assign parameters to the blocks as described in this
manual. Use the blocks AG_CNTRL V1.0, AG_SEND V4.2 and AG_RECV V4.7 from the
SIMATIC NET Library -> CP300.
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Diagnostics functions

The diagnostics functions of the CP 443 allow you to localize errors quickly. The following
diagnostics options are available:

® Diagnostics using the display elements of the CP
® Diagnostics via the STATUS output of the MODBUS function blocks

Display elements (LEDs)

The display elements indicate the operating status or possible error states of the CP. The
display elements give you an initial overview of any internal or external errors that have
occurred as well as interface-specific errors.

STATUS output of MB_REDCL and MB_REDSV

For the error diagnostics, the MB_REDCL or MB_REDSV function blocks have STATUS
outputs. By reading the STATUS outputs, you can obtain general information about errors
that have occurred in the communication. You can evaluate the STATUS parameters in the
user program.

10.1 Diagnostics using the display elements of the CP

Display functions

The display elements of the CP provide information about the module. The following display
functions need to be distinguished:

Group error displays:

INTF Internal errors

EXTF External errors

Special displays:

CP 443-1:
TXD a frame is sent via the interface
RXD a frame is received via the interface

You will find a detailed description of the display elements in the manual of the CP.
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10.2 Diagnostics messages of the FBs MB_REDCL and MB_REDSV

10.2

Diagnostics messages of the FBs MB_REDCL and MB_REDSV

Messages at the STATUS outputs of the FB
Error messages are indicated at the status outputs of the FBs MB_REDCL and MB_REDSV.
Below is a listing of the error messages of specific to the FBs.

Error messages from the called SFCs and FBs

The Modbus FBs use the standard blocks SFC20, SFC24, SFC51, SFC52, FC50 and FCG60.
The error messages of these blocks are passed on unchanged to STATUS_x.

You will find information on these error messages in the diagnostics buffer or the online help
for the SFCs/FCs in the SIMATIC Manager and in the SIMATIC STEP 7 NCM S7 Industrial

Ethernet manual.

Table 10-1  Error messages from FB MB_REDCL or MB_REDSV

Status | Event text Remedy
(hex)
A001 The parameter DB MODBUS_HPARAM_CP has the wrong length. | Correct DB MODBUS_HPARAM_CP.
A002 The end_x parameter is lower than start_x. Correct the information at the start_x and
end_x in the DB MODBUS_HPARAM_CP.
A003 A DB to which Modbus addresses are to be mapped is too short. Lengthen the DB.
Minimum length in bytes:
- with registers: (end_x-start x+1)*2+2
- with bit values: (end_x - start_ x) /8 + 1+ 2
CP is client: Incorrect call parameters. CP is client: Correct the job parameter
START_ADDRESS or LENGTH.
CP is server: Wrong address area in the request frame of the cli- CP is server: Change the client request or
ent; the client accesses an area that was not assigned in the S7 adapt the data areas in the DB
parameters. The CP replies with an exception frame. MODBUS_HPARAM_CP.
A004 Only CP is client: Correct the call parameters. Only data types
An invalid combination of DATA_TYPE and WRITE_READ was 1 and 3 can be written.
specified.
A005 CP is client: CP is client: Correct the LENGTH parame-
An invalid value was specified in the LENGTH parameter. ter.
CP is server: CP is server:
The number of registers/bits in the request is invalid. The CP re- Change the number in the request.
plies with an exception telegram.
Ranges of values:
Read coils/inputs 1 to 2000
Write coils 1to 1968
Read registers 1t0 125
Write holding registers 1to 123
A006 The area specified with DATA_TYPE, START_ADDRESS and CP is client: Correct the parameter combi-
LENGTH does not exist in data_type_1 to data_type_8. nation DATA_TYPE, START_ ADDRESS
and LENGTH .
CP is server: CP is server: Change the client request or
The CP replies with an exception telegram. correct the parameter assignment for da-
ta_type_x.
A007 CP is client: An invalid monitoring time was set for MONITOR. A Correct the parameter assignment.
value >= 20 ms must be entered.
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10.2 Diagnostics messages of the FBs MB_REDCL and MB_REDSV

Status | Event text Remedy

(hex)

A008 Within the set monitoring time MONITOR, the activated AG_RECV | Check the settings and if applicable error
signals no reception, e.g. partner not ready. messages of the link partner. Check wheth-
The connection is terminated and re-established. er or not the link partner requires a specific

UNIT identifier.

A009 CP is client: The received transaction identifier Tl is not the same | Record frames to check the data of the link
as the one sent. partner.
The connection is terminated and re-established.

AOOA | CPis client: The received UNIT is not the same as the one sent. Record frames to check the data of the link
The connection is terminated and re-established. partner.

AO0OB | CP is client: The received function code is not the same as the one | CP is client: Record frames to check the
sent. data of the link partner.

CP is server: An invalid function code was received. The CP re- CP is server:Change the client request. The
plies with an exception frame. FB MB_REDSV processes the function
codes 1,2, 3,4,5, 6,15 and 16.

AO0O0C | The received bytecount does not match the number of regis- Record frames to check the data of the link
ters/bits. partner.
CP is server: The CP sends an exception frame. The connection
will be terminated and established again.

AOOD | Only when CP is client: The register address/bit address or the
number of registers/bits in the response is not the same as in the
request.

AOOE | The length information in the Modbus-specific telegram header
does not match the specified number of registers/bits or the
bytecount in the request. The FB discards the data.

The connection is terminated and re-established.

AOOF | A protocol identifier other than 0 was received.

The connection will be terminated and re-established.

A010 A DB number was assigned twice in the parameters db_1 to db_8 . | Correct the parameter assignment for db_x.

A011 An invalid value was specified for the DATA_TYPE input parame- | Correct the call parameters.
ter (valid values are 1 - 4).

A012 Configured data_type_1 and data_type_2 areas overlap. Correct the parameter assignment,

A013 | Configured data_type_1 and data_type_3 areas overlap. The data areas must not have a common

) register address area.

A014 Configured data_type_1 and data_type_4 areas overlap.

A015 Configured data_type_1 and data_type_5 areas overlap.

A016 Configured data_type_1 and data_type_6 areas overlap.

A017 Configured data_type_1 and data_type_7 areas overlap.

A018 Configured data_type_1 and data_type_8 areas overlap.

A019 One of the db_x parameters was set to 0 even though the associ- | Correct the parameter assignment for db_x
ated data_type_x is set to > 0. DBO must not be used because this |to >0. If you use a data collector FB, check
is reserved for the system. the parameter assignment in CFC.

AO1A | Incorrect length in the header of the Modbus frame: 3 to 253 bytes | Record frames to check the data of the link
are permitted. partner.

The connection is terminated and re-established.

AO01B | CP is server and function code 5: Record frames to check the data of the link
An invalid status was received for coil. An exception frame is sent. | partner.

AO1E | Invalid data was received that could not be assigned. Check the error messages of the link part-

The connection is terminated and re-established.

ner and if necessary record the frames to
check the data.
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10.2 Diagnostics messages of the FBs MB_REDCL and MB_REDSV

Status | Event text Remedy

(hex)

AO1F FB MB_REDCL or MB_REDSYV is in an illegal operating status. Contact Product Support.

A020 No or too short a monitoring time for AG_CNTRL is configured with | Correct the parameter assignment. A moni-

check_conn_cycle. toring time > 1s must be configured.

A022 For MB_REDSYV a parameter data block for clients was set in the | Correct the parameter assignment.

parameters or for MB_REDCL a parameter data block for servers
was set in the parameters.
A023 Configured data_type_2 and data_type_3 areas overlap. Correct the parameter assignment.
A024 | Configured data_type_2 and data_type_4 areas overlap. The data areas must not contain any over-
- lapping register areas.

A025 Configured data_type_2 and data_type_5 areas overlap.

A026 Configured data_type_2 and data_type_6 areas overlap.

A027 Configured data_type_2 and data_type_7 areas overlap.

A028 Configured data_type_2 and data_type_8 areas overlap.

A034 Configured data_type_3 and data_type_4 areas overlap.

A035 Configured data_type_3 and data_type_5 areas overlap.

A036 Configured data_type_3 and data_type_6 areas overlap.

A037 Configured data_type_3 and data_type_7 areas overlap.

A038 Configured data_type_3 and data_type_8 areas overlap.

A045 Configured data_type_4 and data_type_5 areas overlap.

A046 Configured data_type_4 and data_type_6 areas overlap.

A047 Configured data_type_4 and data_type_7 areas overlap.

A048 Configured data_type_4 and data_type_8 areas overlap.

A056 Configured data_type_5 and data_type_6 areas overlap.

A057 Configured data_type_5 and data_type_7 areas overlap.

A058 Configured data_type_5 and data_type_8 areas overlap.

A067 Configured data_type_6 and data_type_7 areas overlap.

AO68 Configured data_type_6 and data_type_8 areas overlap.

AQ078 Configured data_type_7 and data_type_8 areas overlap.

AO7A | An invalid value was specified for the id_x parameter (value range | Correct the parameter assignment in the DB

from 1 to 64). MODBUS_HPARAM_CP.

AQ7B | The specified id_x is defined twice in the parameter DB.

A07C | Aninvalid value was specified for the data_type x parameter (valid

values are 0 to 4).

AO07D | The data_type_1 parameter does not contain an entry. The param-

eter area "_1" is the initial area and must be set.

AO7E The number of the instance DB of the MB_REDCL or MB_REDSV

block or the parameter DB was specified in db_x.

AO7F | The DB specified at db_param is not a Modbus parameter DB. Correct the parameter assignment at the
db_param input.

A080 The Modbus block has not yet been initialized. The Modbus block must be initialized with
Init = TRUE after the transfer of the IDB to
the CPU.

A081 Only for CP is client and function code 5: Record frames to check the data of the link

The data of the response is not the echo of the request. partner.
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10.2 Diagnostics messages of the FBs MB_REDCL and MB_REDSV

Status | Event text Remedy
(hex)
A082 Only for CP is client and function code 6: Record frames to check the data of the link
The received register value is not the same as the one sent. partner.
A083 CP is client: A job was triggered while the previous job is still in CP is client: Only start a new job when the
progress. The job will not be executed. This is status information. previous job ended with DONE = TRUE,
The ERROR bit is not set. NDR = TRUE or ERROR = TRUE.
There was an attempt to initialize the block while a job was still Wait with the initialization until no job is
running. running any more.
CP is server: There was an attempt to initialize the block while CP is server: Set ENR = FALSE.
ENR = TRUE was set.
A085 Due to an illegal write access an internal error has occurred during | Check that there is no illegal write access to
the license check. the license DB in the S7 program. The
structure of REG_KEY must not be modi-
fied. If necessary, contact Product Support.
A086 An attempt was made to write to a write-protected data block. Remove the write protection of the data
block or use a different DB.
A090 The MB_REDCL or MB_REDSYV block has not yet been licensed Read the IDENT_CODE identification string
for this CPU. for this CPU and use it to request the regis-
This is status information. The ERROR bit is not set. MODBUS tration key. See 'Licensing by reading out
communication is running even without a license. the IDENT_CODES (Page 31)".
A091 Only when CP is client: An exception telegram with exception code | The link partner does not support the re-
1 was received as the reply. quested function.
A092 Only when CP is client: An exception telegram with exception code | Correct LENGTH or START_ADDRESS in
2 was received as the reply. the FB call.
There was access to a non-existent or illegal address on the link
partner.
A093 Only when CP is client: An exception telegram with exception code | The link partner cannot process the re-
3 was received as the reply. ceived request (for example, it does not
support the requested length).
A094 Only when CP is client: An exception telegram with exception code | The link partner is in a status in which it
4 was received as the reply. cannot process the request.
A095 Only when CP is client: An exception telegram with an unknown Check the error messages of the link part-
exception code was received as the reply. ner and if necessary record the frames to
check the data.
AOFF | The connection is currently not ready for communication. This is a | Check which error occurred before and
status message and the result of a previous connection error. eliminate the cause.
Check the connections. If applicable correct
the value at check_conn_cycle.
The error can also occur when a CP is used
that does not support AG_CNTRL.
FFFF The connection is not configured. If this connection is to be used, It must be

configured in the parameter DB
MODBUS_HPARAM_CP.
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10.3 Diagnostics messages of the linked in blocks

10.3 Diagnostics messages of the linked in blocks

Diagnostics message

Table 10-2  Error messages of the linked in FCs/SFCs

STATUS | Event text Remedy
(hex)
XXX You will find more detailed information in | Refer to the online help (SIMATIC Manager

the online help of the SIMATIC Manager. | > select block > F1 key > Ethernet > see
also > Condition codes)

8xxx You will find more detailed information in | Refer to the online help (SIMATIC Manager
the online help of the SIMATIC Manager. | > select block > F1 key > Ethernet > see
also > Condition codes)

80B2 K bus connection between CPU and CP This error message can occur once after
not established. restarting the H system and can be ignored.
8186 Parameter ID is invalid Correct the parameter assignment. Use the

ID from NetPro.

10.4 Diagnostics messages of SFC24

Diagnostics message

Table 10-3 Error messages of SFC24

STATUS | Event text Remedy
(hex)
80A1 DB number = 0 or too high for the CPU. Select a permitted DB number.
80B1 The DB does not exist on the CPU. All data blocks specified in db_x must be
created and transferred to the CPU.
80B2 DB UNLINKED Do not generate DB as UNLINKED.
10.5 Diagnostics messages via alarm bits

The Modbus blocks provide the option of detecting a loss of redundancy. This is displayed
via the outputs RedErrS7, RedErrDev and TotComErr. These status bits can be
interconnected with an alarm block or another block and evaluated there.
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10.5 Diagnostics messages via alarm bits

10.5.1 Client block
Depending on the parameter assignment, the alarm bits are set as follows:
1. use_all_conn = FALSE

The requests are sent and received via 1 connection, the other configured connections
are on standby. There is a cyclic check of all configured connections after the set time
"check_conn_cycle".

Nufgln?:; o STATUS_0A | STATUS_DB | STATUS_1A | STATUS_1B RedErrS7 |RedErrDev [TotComErr
connections
0 0 0 0 0 FALSE | FALSE | FALSE
0 0 0 =={ FALSE | FALSE | FALSE
; 0 0 =0 0 FALSE | FALSE | FALSE
0 == 0 0 0 FALSE | FALSE | FALSE
== 0 0 0 0 FALSE | FALSE | FALSE
0 0 <=0 == 0 TRUE | FALSE | FALSE
0 <=0 0 =0 FALSE | TRUE | FALSE
; == 0 0 0 == 0 FALSE | FALSE | FALSE
0 == 0 ==0 0 FALSE | FALSE | FALSE
== 0 0 =0 0 FALSE | TRUE | FALSE
== 0 == 0 0 0 TRUE | FALSE | FALSE
== [ == ) == 0 TRUE | TRUE | FALSE
5 == 0 == 0 == TRUE | TRUE | FALSE
<=0 0 <=0 =0 TRUE | TRUE | FALSE
0 == 0 =0 == 0 TRUE | TRUE | FALSE
4 == 0 =0 <=0 == 0 TRUE | TRUE TRUE

2. use_all_conn = TRUE, 2 connections are configured

The frames are sent and received via 2 configured connections. When the set time
"check_conn_cycle" elapses, there is a cyclic check of the connections.

Number of
faulty STATUS_0A|STATUS_OB | STATUS_1A|STATUS_1B RedErrS7 RedErrDev |TotComErr
connections
0 0 FFFF ] FFFF FALSE FALSE FALSE
; 0 FFFF == FFFF TRUE TRUE FALSE
== FFFF 0 FFFF TRUE TRUE FALSE
2 == ) FFFF == FFFF TRUE TRUE TRUE

3. use_all_conn = TRUE, 4 connections are configured

The frames are sent and received via 4 configured connections. When the set time
"check_conn_cycle" elapses, there is a cyclic check of the connections.
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10.5 Diagnostics messages via alarm bits

10.5.2

88

Data reception is monitored on all configured connections.

Number of
faulty STATUS QA | STATUS_OB | STATUS_1A [STATUS 1B RedErrS7 [RedErrDev |TotComErr

connections

] 0 0 0 0 FALSE FALSE FALSE

0 0 == FALSE FALSE FALSE

’ 0 == 0 FALSE FALSE FALSE

0 == 0 0 FALSE FALSE FALSE

== 0 0 0 FALSE FALSE FALSE

0 0 == == TRUE FALSE FALSE

0 == 0 == FALSE TRUE FALSE

5 == ] 0 == FALSE FALSE FALSE

0 == == 0 FALSE FALSE FALSE

== 0 == 0 FALSE TRUE FALSE

== == 0 0 TRUE FALSE FALSE

== == == 0 TRUE TRUE FALSE

3 == == 0 == TRUE TRUE FALSE

== i == == TRUE TRUE FALSE

0 == == == TRUE TRUE FALSE

4 == == 10 == =10 TRUE TRUE TRUE
Server block

When the set time "check_conn_cycle" elapses, there is a cyclic check of the connections.

Nufr:llj:; of STATUS_OA | STATUS_OB | STATUS_1A | STATUS_1B RedErr57 [RedErrDev |TotComErr
connections
] 0 ] 0 0 FALSE FALSE FALSE
a 0 == FALSE FALSE FALSE
; ] ==0 0 FALSE FALSE FALSE
a0 == 0 0 FALSE FALSE FALSE
==0 ] 0 0 FALSE FALSE FALSE
] ] == == TRUE FALSE FALSE
a == 0 == FALSE TRUE FALSE
5 == 0 0 == FALSE FALSE FALSE
a == == 0 FALSE FALSE FALSE
==0 ] ==0 0 FALSE TRUE FALSE
== == 0 0 TRUE FALSE FALSE
== == == 0 TRUE TRUE FALSE
3 == == 0 == TRUE TRUE FALSE
== ] == == TRUE TRUE FALSE
0 == == == TRUE TRUE FALSE
4 ==0 ==0 ==0 ==0 TRUE TRUE TRUE
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General

With the installation, 2 sample projects are stored in \Program Files\Siemens\Step
7\Examples:

® 1 sample project in STL "MB_TCP_CP_RED_400" and
® 1 sample projectin CFC "MB_TCP_CP_RED_CFC".

Note

The S7 program is intended as a source of information and should not be considered as a
binding solution proposal for a customer-specific plant configuration.

Sample project on the CD

On the CD or ISO image, you can find an extensive example project in which SIMATIC
stations have been created for all function variants.

e S7 H station is client or server

® Single-sided or double-sided redundancy

Y Y Y —r

| |
|H Single-sided (Clhent) . |H Single-sided [Server)
CH OF EPORICE JGFG ;OF WEEDF|CF 5 Cther S[a[lCﬂ[SE‘I’\'E'I'H T LRI L L (L U ) (1]
M : kbl dtees i [T 11 1EREE 5 L LS 3 el
t | R ] W " ]
M E R H o | | H .
2 20 n n N xm 2 0

s

\ B

H Double-sided (Client) . H Double-sided (Server)
F=| ELERRTU T =] CFY <DF MPMOP?|CP 5 Omer Sla[lon[semrz] ,=| CPY 0F HPHPICP CFY . DF HFWDP (P
- :II-I 1 H [Tes) ‘l.ll-l: 3 " R [ W H (En ] FRLS H (1~

. Lo Hof LA
o - @ E W HE . H_ .

20 20 .1 s | 20 20 i |
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11.1 Sample project in STL - Modbus client

SIMATIC stations in the sample project

The following SIMATIC stations have been created in the sample project:

Block / station name Single-sided - S7 Single-sided - device Double- Client Server
is redundant is redundant sided

S7 client - double-sided X X

S7 server double-sided X X
S7 client - dev single X X

S7 server dev single X X
S7 Client - S7 Single X X

S7 Server - S7 Single X X

Program example
The program examples consist of the following blocks:
e Startup block OB100 with setting of the Init bit
® Programming error OB121
® Cyclic operation OB1 or OB35 with an FB909 or FB907 call

® Global data blocks for starting a job (e.g. with the aid of a variables table) and for
licensing

e Data blocks for register and bit values
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11.1 Sample project in STL - Modbus client

11.1 Sample project in STL - Modbus client
Overview _
£9 MB_TCP_CP_RED_400 (Component view) -- CA\Program Files (x86)\..\STEPT\Examples\MB_TCP_CP_RED_400 [
E--% MB_TCP_CP_RED_400 Object name | Symbolic name | Createdinla.. | Type | ‘Yersion... |
E-l 57 Clisnt - 57 Single B8 S pstern data SOR
ST Server - 57 Single | gy CYCL_EXC 5TL Orgarization Black 0.1
-l 57 Client - Dev Single | i3 g7y RED_FLT 1L Oigarization Block 0.1
=l 57 %";D‘;?fﬂe'md o 0B100 COMPLETE RESTART 5TL Oigarization Block 0.1
E'@ - P' " 3 0B121 PROG_ERR STL Drganization Black o1
el &3 FBa0a ME_CPCLI scL Functian Black 40
: = : & Frons ME_REDCL EMCRYPT Function Black 40
&8 CPU 4144 H(T) &3 FCI0 AG_CNTRL 5TL Function 1.0
- CP 4471 &3 FCE0 AG_LSEND sTL Function 31
.. CP 443-1(1) £33 FCRO AG_LRECY STL Function 31
-l 57 Server - Dev Single |43 DB COMTROL_DAT DE Data Black o
[]-- 57 Server - Double-sided |43 DB3 LICEMSE_DE DB Data Black 01
3 DE4 ME_HFARAM_CP_DoubleRed DB Data Block 1.0
F DE11 DATA_AREA_DEN DE Data Elock 01
o DEB12 DATA_AREA_DB12 DE Data Block 01
o DE13 DATA_AREA_DB13 DE Data Block 01
O DE14 DATA_AREA_DE14 DE Data Block 01
£ DE15 DATA_AREA_DE1S DE Data Block 01
3 DE1E DATA_AREA_DE1E DE Data Elock 01
& DBA03 |IDB_Modbus_Client DB Instance data block .. 0.0
g Client_job Client_job Variable Table a1
I3 SFB4 TOM STL System function block 1.0
[ T ; }
Blocks used
These block numbers are also used in the supplied sample project for S7 H stations with FB
MB_REDCL.
Block Symbol Comment
OB 1 CYCL_EXC Cyclic program execution
OB 100 COMPLETE RESTART Startup OB for cold restart
OB 121 PROG_ERR Programming error OB
FB 908 MB_CPCLI FB MB_CPCLI called internally
FB 909 MB_REDCL User block FB MB_REDCL
FC10 AG_CNTRL FC for connection handling
FC50 AG_LSEND FC for sending
FC60 AG_LRECV FC for receiving
DB 1 CONTROL_DAT Work DB CONTROL DAT for FB MB_REDCL
DB 3 LICENSE_DB License DB for FB MB_REDCL
DB 4 MODBUS_HPARAM_CP Parameter DB for client (double-sided redundancy)
DB 11 DATA_AREA_DB11 Values DB for area 1
DB 12 DATA_AREA_DB12 Values DB for area 2
DB 13 DATA_AREA_DB13 Values DB for area 3
DB 14 DATA_AREA_DB14 Values DB for area 5
DB 15 DATA_AREA_DB15 Values DB for area 6
DB 16 DATA_AREA_DB16 Values DB for area 7
DB 909 IDB_MODBUS Instance DB for FB MB_REDCL
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11.2 Sample project in STL - Modbus server

11.2

Overview

Blocks used
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Sample project in STL - Modbus server

£ MB_TCP_CP_RED_400 (Component view) -- C\Pragram Files (x86)\...\STEP7\Examples\MB_TCP_CP_RED_400 ==
E--% MB_TCP_CP_RED_400 | Obiject name | Symbolic name | Createdinla.. | Type | ‘ersion... |

-8 57 Client - 57 Single &8 5pstem data SDE
57 Server- 57 Single | gy CYCL_EXC STL Orgarization Block 0.1
ST Client - Dev Sindle | | p7o RED_FLT 5TL Otgarization Black 0.1
._ g; gtf:; .D[?;'jl;:;id = OB 100 COMPLETE RESTART 5TL Orgarication Block 01
E| &7 € arver - Double-sided Lk 0B121 PROG_ERR STL Qrganization Block 01
=1- ) CPU 144 H &3 FBI0G ME_CPSRY SCL Function Block 4.0
© 5@ 57 Progan() i Fean? ME_REDSY ENCRYPT Function Block 4.0
@8 Souces & FCi0 AG_CNTRL STL Function 1.0

' [T &3 FCE0 AG_LSEMD STL Function 31
CPU #14-4 H{1] L3 FCEO &G_LRECY STL Function 3

a-HiF CP 4434 £ DE1 CONTROL_DAT DE Data Block 0.1
% CP 4431[1) ¥ DEZ LICENSE_DE DE Data Block 0.1
£+ DE4 ME_HP&FAM_CP_DoubleRed DB Data Block 1.0

o DB11 DATA_AREA_DBE11 DE Data Block 0.1

o DB12 DATA_AREA_DB12 DE Data Block 0.1

o DE13 DATA_AREA_DB13 DE Data Block 0.1

O DE14 DATA_AREA_DE14 DE Data Block 0.1

£ DE15 DATA_AREA_DE1S DE Data Block 0.1

£ DB1E DATA_AREA_DE1E DE Data Block 0.1
& DBI07 IDB_Modbus_Server [l] Instance data block ... 0.0

'ﬂE’ Server_job Server_job Wariable T able 01
&+ SFB4 TON STL Swstem function black 1.0

L4

These block numbers are also used in the supplied sample project for S7 H stations with FB

MB_REDSV.

Block Symbol Comment

OB 1 CYCL_EXC Cyclic program execution

OB 100 COMPLETE RESTART Startup OB for cold restart

OB 121 PROG_ERR Programming error OB

FB 906 MB_CPSRV FB MB_CPSRYV called internally

FB 907 MB_REDSV User block FB MB_REDSV

FC10 AG_CNTRL FC for connection handling

FC50 AG_LSEND FC for sending

FC60 AG_LRECV FC for receiving

DB 1 CONTROL_DAT Work DB CONTROL DAT for FB MB_REDSV
DB 3 LICENSE_DB License DB for FB MB_REDSV

DB 4 MODBUS_HPARAM_CP Parameter DB for server (double-sided redundancy)
DB 11 DATA_AREA_DB11 Values DB for area 1

DB 12 DATA_AREA_DB12 Values DB for area 2

DB 13 DATA_AREA_DB13 Values DB for area 3

DB 14 DATA_AREA_DB14 Values DB for area 5

DB 15 DATA_AREA _DB15 Values DB for area 6

DB 16 DATA_AREA_DB16 Values DB for area 7

DB 907 IDB_MODBUS Instance DB for FB MB_REDSV
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11.3 Sample project in CFC - Modbus client

11.3 Sample project in CFC - Modbus client
Overview
The sample project was created with CFC V8.0 Update 1.
o _ s ===
e — Sonr 50 opraee —
BY DAT2Z TYPE ERROR. EO BO CU Q BO
W START_ADD STATUS 0A2 W 0—{E@ R | o I
ﬁ:::: :: Save ITATUS
Blocks used
These block numbers are also used in the supplied sample project for S7 H stations with FB
MB_REDCL.
Block Symbol Comment
OB 35 CYCL_EXC Cyclic program execution
OB 100 COMPLETE RESTART Startup OB for cold restart
OB 121 PROG_ERR Programming error OB
FB 908 MB_CPCLI FB MB_CPCLI called internally
FB 909 MB_REDCL User block FB MB_REDCL
FC100 AG_CNTRL FC for connection handling
FC500 AG_LSEND FC for sending
FC600 AG_LRECV FC for receiving
DB 4 MODBUS_HPARAM_CP Parameter DB for client (double-sided redundancy)
DB 11 DATA_AREA_DB11 Values DB for area 1
DB 12 DATA_AREA_DB12 Values DB for area 2
DB 13 DATA_AREA_DB13 Values DB for area 3
DB 14 DATA_AREA_DB14 Values DB for area 5
DB 15 DATA_AREA_DB15 Values DB for area 6
DB 16 DATA_AREA_DB16 Values DB for area 7
DB xy DBs generated by CFC
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11.4 Sample project in CFC - Modbus server

11.4

Overview

Sample project in CFC - Modbus server

The sample project was created with CFC V8.0 Update 1.

MDE_@A_Counter
cTu

EREORE_OA Counter
cTu

1 Upwards counter Upwards counter
iE_REDSY B0 _cU [ 4 B0 BO_CU [ 9 Bo—
jils S o—E0 R [ cy T o—B0 E [ cy 11—
DE db_param id@_a W o—EB0 S o—E0 s
DE REG_KEY_D id_d_.a W 1006—1 Py 1006—1_ Py
HWE—T1 check_con id @b W
15_200ms—T1 MOMITOR id 4 b W
1—{E0_ENE LICENSED BO Save_STATUS_BA
O—E0 Init EUSY B0 Save_STATUS
NOE_GOA B0
EREOR_@A BO B0 EREOR Save STAT W
STATUS @A U W STATUS Save STAT 3N
MOE_1A B0 **—|SM_STATUS_FU
EREOR_1A BO MDR_4A_Counter
STATUS 4R W cTu
NDE_GE B0 Upwards counter ERROR_1A Counker
EREOR_@E BO B0 CU [ cTu
STATUS_@E W o—{go E | Upwards counter
NDE_4E BO o—EB0 S B0 CU [ a_B0—
EREOR_1E BO 1006—1 Py o—E0 E [ cy 1
STATUS 4B W U—E0 3
IDENT _G0D SH 1008—1_ pU
EedEvrS7? BO
EedEvyDew BO
TotComEry BO Save_STATUS_4A
Save_STATUS
B0 EREOR Save STAT W
MDR_BE_Counter W STATUS Save_STAT 3N
cTu "'—|sM STATUS _FU
Upwards counter
BO_CU [
o—E0 R [ cy 1 ERROR_OF Counker
o—EB0 S cTu
1000— 1 P Upwards counter
B0 _CU [ a B0
o—E0 E [ cy 1
MDR_4B_Counter @—E0 5
cTu io@E—1  pu
Upwards counter
BO_CU [
U—Ed R [ Save_STATUS_ OB
o—E0 Save_STATUS
1000—1 Py

EQ ERROF Sawve STAT W

EEROE_1E Counter
cTu
Upwsvds counter | IEE]

BO_CU [ a_Bo|—
U—Ed R [ [T
@—B0 5

1o@a—1__pu
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Save _STATUZ_4EB
Save _STATUZ

0B35S
5.3

E0_EREOF

| Save STAT W[

W STATUS

| Sawe STAT SM—

SM STATUS_FU

W STATUS Sawve STAT SM

SM STATUS_FU
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11.4 Sample project in CFC - Modbus server

Blocks used
These block numbers are also used in the supplied sample project for S7 H stations with FB
MB_REDSV.
Block Symbol Comment
OB 35 CYCL_EXC Cyclic program execution
OB 100 COMPLETE RESTART Startup OB for cold restart
OB 121 PROG_ERR Programming error OB
FB 906 MB_CPSRV FB MB_CPSRYV called internally
FB 907 MB_REDSV User block FB MB_REDSV
FC100 AG_CNTRL FC for connection handling
FC500 AG_LSEND FC for sending
FC600 AG_LRECV FC for receiving
DB 4 MODBUS_HPARAM_CP Parameter DB for server (double-sided redundancy)
DB 11 DATA_AREA_DB11 Values DB for area 1
DB 12 DATA_AREA_DB12 Values DB for area 2
DB 13 DATA_AREA_DB13 Values DB for area 3
DB 14 DATA_AREA_DB14 Values DB for area 5
DB 15 DATA_AREA_DB15 Values DB for area 6
DB 16 DATA_AREA_DB16 Values DB for area 7
DB xy DBs generated by CFC
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11.4 Sample project in CFC - Modbus server
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